
Regulation No 316/2014 Coll. on Security Controls, Cyber Security Incidents, Reactive Actions and 

on the Determination of the Requirements for the Applications in the Field of Cyber Security 

(Regulation on Cyber Security) 

This Regulation is one of legal regulations implementing the Act No. 181/2104 on the Cyber Security 

and the Amendment of the Related Acts (hereinafter “Act on  Cyber Security”). It entered into force 

on 1 January 2015. As the Regulation is based on the well-known standards ISO/IEC series 27k, it is 

called “Standardisation Regulation”. It defines basic security controls and the requirements for 

notifications and requirements for the security documentation, which have to be implemented and 

executed by the liable subjects (as defined in Article 3 of the Act on Cyber Security), which are 

Statutory Administrators of important information systems (IIS) or  Statutory Administrators of 

critical information infrastructure (CII) as defined in Article 2 Paragraphs e) and f) of the Act on Cyber 

Security (hereinafter “Statutory Administrator”). The aim of the Regulation is to define minimal 

requirements for the implementation and the execution of the Information Security Management 

System (ISMS) process by above-mentioned liable subjects. The ISMS will be updated on a regular 

basis and security documentation will be filed.  

In the introduction, the Regulation defines basic terms such as ISMS, primary, supporting and 

technical assets, risk etc.  Internally, the document is divided into several parts. 

 

1. Security Controls 

1.1. Organisational Controls 

Liable subjects shall implement and regularly execute organisational controls in the field of cyber 

security. Firstly, these subjects shall define the scope of the ISMS and start to undertake risk 

management process regarding the identified and evaluated information assets. A risk analysis, for 

which the guidelines are stipulated in the annex to the Regulation, is a part of it. The guidelines 

concerned focus namely on the assessment of assets and risk assessment.  

Furthermore, the liable subjects are obliged to draft, implement and regularly update a security 

policy, which is focused on ISMS.  This policy shall be updated on the basis of the security 

requirements and the outcomes of risk analysis. The security policy consists of a part on 

organisational security, management of relations with suppliers, personnel security, management of 

traffic and communication, access control, secure behaviour of users, backup and recovery, secure 

release and sharing of information, management of technical vulnerabilities, use of portable devices, 

licence policy, information storage and archiving, protection of personal data, physical security, 

security of communication network, protection against malicious code and on the detection and 

management of cyber security events and incidents and cryptographic protection. Simultaneously, 

the liable subject shall evaluate efficiency of security policy, security controls and whole ISMS. 

The liable subject shall ensure regular auditing of cyber security. 

To sum it up, the liable subject shall ensure, from the organisational point of view, execution of 

ISMS, which defined security roles in the field of cyber security participate in.  For Statutory 

Administrators of CII the following roles are directly defined – council for cyber security 



management, manager, architect and auditor of cyber security and assets’ guarantees (assets´ 

owners). Statutory Administrators of IIS shall define security roles adequately. 

1.2. Technical Controls 

Liable subjects shall implement and regularly execute controls in the field of physical security 

(physical protection of assets).  Furthermore, they are obliged to ensure the protection of 

integrity of communication networks, especially by controlled access between inner and 

outer network, segmentation using DMZs and use of cryptographic protection. 

The implementation and operation of a tool for the authentication of both users’ and 

technical administrators’ identity is another key technical control, which is prescribed by 

the Regulation. In this field, the Regulation defines minimal requirement for single factor 

authentication (password’s requirements and its validity). Control of access permissions to 

access data and applications and their change is closely related to identity control of users. 

Furthermore, the Regulation stipulates mandatory operation and regular update of a tool 

for the protection against malicious code, which ensures permanent control of the 

communication between inner and outer network, control of servers and other shared data 

repositories and workstations. 

Statutory Administrators of IIS and CII are obliged to operate the tool to log activities of CII 

and IIS, their users and technical administrators (LOG management), a tool for detection of 

cyber security events, IDS/IPS (Intrusion Detection System/Intrusion Prevention System) in 

order to control and eventually jam the communication. Statutory Administrators of CII are 

also obliged to operate a tool for the collection and evaluation of cyber security events – so 

called SIEM (Security Information and Event Management). 

In the field of software applications, the liable subjects shall follow certain application 

security and they are obliged to perform security tests aimed at the applications’ 

vulnerabilities, which are accessible from the outer network. These tests shall be performed 

before commissioning and after changing security mechanisms. The goal is to ensure 

permanent confidentiality, availability and integrity of assets of software applications. 

The Regulation defines rules for handling cryptographic devices and requires a use of a key 

management system. Furthermore, it defines minimal recommended requirements for 

cryptographic algorithms in its annex.  

Note: The Regulation applies to ICS/SCADA (Industrial Control System/Supervisory Control 

and Data Acquisition) systems, which are a part of CII elements. 

 

 

 



2. Security Documentation 

Liable subjects are obliged, according to the Act, to keep security documentation which shall 

contain security policy, cyber security audit reports, review of ISMS report, methodology for 

the identification and assessment of assets and risks, report on the assessment of assets and 

risks, statement of applicability, risk treatment plan, security awareness plan, cyber security 

incidents management, strategy for business continuity management and a summary of 

legal and other internal regulations or contractual obligations. 

The Regulation gives recommendation regarding the structure of the security 

documentation in its annex.  

If the Statutory Administrator of CII or Statutory Administrator of IIS is certified by the 

accredited body in accordance with ISO/IEC 27001 and provided that the respective security 

documentation contains the items prescribed by the Regulation, such element or system is 

considered to be in accordance with the requirements for the implementation of security 

controls according to the Regulation. However, it is important that the assets of the 

Statutory Administrator of CII, eventually the Statutory Administrator of IIS, are included in 

the scope of the certification.  

3. Cyber Security Incident 

Liable subjects must notify governmental CERT (GovCERT.CZ) or national CERT (CSIRT.CZ, 

which is operated by the association CZ.NIC) about cyber security incidents. This Regulation 

defines types and classes of cyber security incidents and the form and requirements for the 

cyber security incidents notifications. These requirements are stipulated in the annex to the 

Regulation.  

According to the cause, we distinguish the following types of the cyber security incidents: 

a) cyber security incident caused by a cyber-attack or other event that results in an intrusion 

into a system or a limitation of availability of services; 

b) cyber security incident caused by a malicious code; 

c) cyber security incident caused by technical controls´ breach; 

d) cyber security incident caused by organisational controls´ breach; 

e) cyber security incident  related to the permanent threats and 

f) other cyber security incidents caused by a cyber-attack. 

According to the impact, we distinguish the following types of the cyber security incidents: 

a) cyber security incident causing a disruption of confidentiality of assets; 



b) cyber security incident causing a disruption of integrity of assets; 

c) cyber security incident causing a disruption of availability of assets, or 

d) cyber security incident causing a combination of impacts mentioned above in a), b) and c). 

According to the consequences and negative signs, the cyber security incidents are divided 

into the following classes: 

a) Class III – very serious cyber security incident during which security of provided services or 

assets is breached directly and significantly. Handling  such incident requires immediate 

intervention of the operators who shall, with all available means, prevent its spreading and 

mitigate damages (already caused or potential). 

b) Class II – serious cyber security incident during which security of provided services or 

assets is significantly breached. Handling such incident requires immediate intervention of 

the operators who shall, with appropriate means, prevent its spreading and mitigate 

damages caused. 

c) Class I – less serious cyber security incident during which security of provided services or 

assets is less significantly breached. Handling such incident requires intervention of the 

operators who shall, with appropriate means, prevent its spreading and mitigate damages 

caused. 

4. Reactive Actions 

Liable subjects shall implement reactive actions prescribed by the National Security 

Authority (NSA) or governmental CERT on the basis of previously notified cyber security 

incident. Some of the liable subjects shall implement such reactive actions upon the previous 

declaration of the state of cyber emergency or state of emergency only. NSA shall be notified 

by the liable subjects about the adoption of reactive actions. The form and requirements of 

such notifications are stipulated in the annex to this Regulation. 

5. Contact Details 

Liable subjects shall notify the NSA about their contact details provided that they are 

Statutory Administrators of information or communication system which has been 

determined as the element of critical infrastructure or information system which has been 

determined as IIS in the Annex 1 to the Regulation on IIS or by internal regulation adopted 

by the Statutory Administrator himself. Contact details shall be communicated to the NSA 

within 30 days. 


