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INTRODUCTION 
In 2016, it was confirmed that ensuring cybersecurity is one of the state's key challenges, 
to which the Czech Republic must respond. A ground-breaking event in this regard was 
the Czech Government Resolution no. 1049 from November, in which it approved 
the development of the capacities and capabilities of the National Cyber Security Centre 
(NCSC) by 2025. Organizational changes that either took place or were approved during 
the year will contribute to faster development. The first of these are organizational changes 
within the NCSC, and the second is the government-approved resolution no. 1178 
on separating the NCSC from the structures of the National Security Authority and creating an 
independent National Authority for Cyber and Information Security in the second half of 2017. 

Another milestone in strengthening cybersecurity in the Czech Republic was launching 
inspections of critical information infrastructure and important information systems. 
The protection of these authorities and persons is one of the NCSC's main tasks, and the 
launched inspections are an essential step towards strengthening the resilience of CII systems 
and important information systems. The preparation of an amendment to the Cyber Security 
Act (CSA), which arises from the need to establish compliance with the directive of the 
European Parliament and the Council of the EU on the security of networks and information 
systems (NIS Directive). In connection with the implementation of requirements of the NIS 
Directive, it is apparent that the Czech Republic is now among the best prepared member 
states thanks to the adoption of the CSA. 

2016 was characterized by further development of international cooperation for 
cybersecurity. At a bilateral level, the deployment of cyber attachés resulted in a significant 
deepening of relations with the United States and Israel. In the field of international 
institutions, the deployment of cyber attachés to Brussels gave the Czech Republic a better 
overview of addressed issues related to cybersecurity in the EU and NATO. In the future, this 
will allow more effective enforcement of national priorities and better coordination of the 
activities of individual departments involved in the field. The reputation of the Czech Republic 
as a reliable partner has been strengthened by international cyber exercises, in which it 
regularly participates, as well as organizes. 

Cybersecurity was also strengthened due to broad cooperation at a national level. 
The National Security Authority as a national coordinator actively cooperated with other 
departments to ensure the unified position of the Czech Republic towards foreign countries. 
Along with the academic sphere, it participated in the preparation of future professionals and 
in increasing awareness of cybersecurity. Additional security teams were developed in the 
Czech Republic, such as the national CERT team (CSIRT.CZ.). Technical cooperation with this 
and other teams further deepened the ongoing sharing of information, experiences with 
vulnerabilities and joint work on the development of new technological tools.  
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2016 continued to remind us of the importance of cybersecurity. Attacks on the Ukrainian 
energy sector, the penetration into the systems of the Democratic Party in the USA during 
an election campaign, and two recorded DDoS attacks, the second of which was the first 
to involve devices of the Internet of Things on a large scale, show the challenges that the Czech 
Republic faces. The cybersecurity status of the Czech Republic can be described as a state 
of growing awareness of the risks arising from the increasingly important role that cyberspace 
plays in the functioning of public administration and the daily life of citizens of the Czech 
Republic. However, this positive trend is disturbed by the increasing sophistication of cyber 
threats, which also allows the relative ease with which these threats are spreading. 
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1. DEVELOPMENT OF THE NCSC 
The National Cyber Security Centre (NCSC) is divided into the department of the Government 
CERT (GovCERT.CZ) and the Department of Cybersecurity Policy (DCP).  

GovCERT.CZ1 addresses the technical side of cybersecurity incidents, performs penetration 
testing, malware analysis and ensures information sharing about incidents, vulnerabilities and 
trends in cybersecurity with the IT community and the public. The DCP focuses on the non-
technical aspects of cybersecurity, particularly the creation and implementation of the 
cybersecurity policy of the Czech Republic, identifying critical information infrastructures (CII) 
and assessing important information systems (IIS) in accordance with the Cyber Security Act 
(CSA) and implementing legislation, international cooperation, education and training and 
publishing activities. The newly established department of strategic information and analysis 
will strengthen the analytical capacities of the national centre. 

A crucial event for the development of the NCSC was government resolution no. 1178 from 
December 19, 2016, in which the government decided to separate the NCSC from the 
structures of the National Security Authority (NSA) and create the National Authority for Cyber 
and Information Security in the second half of 2017. The Czech Government Resolution from 
November 28, 2016 no. 1049, in which it approved the proposal for the development of the 
capacities and capabilities of the National Cyber Security Centre by 2025, was equally 
important. The expansion plan foresees an increase in the personnel capacities of the centre 
to 300-400 employees by 2025, and the construction of a new building in Brno – Černá pole. 

In 2016, the NCSC continued to improve the qualification of its staff through specialized 
training, internships and courses. GovCERT.CZ employees received certification from SANS, 
and DCP employees participated in a wide range of training and courses directed at 
cybersecurity in the context of international law, terrorism and analysis methods from open 
sources. NCSC experts also increase awareness of the centre's activities through active 
participation in domestic and international expert conferences and seminars. 

In 2016, inspections of critical information infrastructures (CII) and important information 
systems (IIS) were launched in accordance with the Cyber Security Act (CSA).2 

The preparation of the transposition of the European NIS Directive was an important activity 
performed by the centre in 2016.3 

  

                                                           

1 See more on GovCERT.CZ in Chapter 7 
2 More in Chapter 2 
3 More in Chapter 3 
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In the first months of 2016, the certification of GovCERT.CZ was completed, and on April 1 it 
became a full member of the international platform FIRST (Forum for Incident Response and 
Security Teams), bringing together government and private CERT/CSIRT teams from around 
the world.4 

During the year, a new version of the public part of the website was launched, which serves 
as an information portal for the wider and professional public. The private part is almost 
finished, and it should be disclosed and launched in early 2017. This new system will facilitate 
the management of the website and its content performance. With controlled access, the 
private part will enable information sharing to a greater extent towards administrators of CII 
and IIS systems, as well as towards cooperating security teams. This primarily includes 
information that cannot be shared quite publicly to prevent a potential attacker from gaining 
access to it. 

  

                                                           

4 More in Chapter 4 
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2. CRITICAL INFORMATION INSFRASTRUCTURE 

AND IMPORTANT INFORMATION SYSTEMS 
The protection of the critical information infrastructure is one of the NCSC's main tasks. 
In 2016, inspections of critical information infrastructures and important information systems 
were launched in accordance with the Cyber Security Act. 

2.1  Determining a CII and IIS 

2.1.1 General information on the CII 
The critical information infrastructure is determined by the National Security Authority (NSA) 
according to criteria established by Government Order no. 432/2010 Coll. on the Criteria for 
Determining Critical Infrastructure Elements, as amended. The process of determining 
or assessing whether systems meet the established criteria is carried out in cooperation with 
a given system administrator using impact analysis of incidents and other documents. The very 
act of determination is carried out according to Act no. 240/2000 Coll. on Crisis Management 
and Amendments to Certain Acts (Crisis Act), and it depends on the nature of the subject. 
The state's organizational units are determined by a government resolution based on 
a proposal by the NSA, and other entities are determined by general measures issued by the 
NSA. These are types of information and communication systems, whose disruption could 
have a serious impact on the security of the basic necessities of life, health, safety and state 
economy. For example, these are systems that elements of "physical" critical infrastructures 
are completely or substantially dependent on, such as power plants, electricity transmission 
systems, some banks, etc. 

The transitional period for compliance with the requirements of the act for determining the 
CII has begun. CII administrators do not need to fulfil statutory safety requirements 
immediately after their determination, but the transitional period should ensure a timeframe 
for them to prepare for the regulation and introduction of security measures. In the 
implementation of security measures, this is a one-year transitional period.   

Government Order no. 432/2010 Coll. establishes two sets of criteria, cross-cutting and 
sectoral. In order for a system to be determined as a CII, at least one criterion from each of 
these sets must be fulfilled. In other words, it must provide services in a specific sector, 
and the disruption of this system must result in a certain impact specified by cross-cutting 
criteria. 
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Cross-cutting criteria take into account certain social interests that should be protected. 
These include life and health, economy and the disruption or restriction of services necessary 
for the functioning of society.5 

When assessing the impact, it is necessary to consider three basic aspects of information 
security, i.e. breach of confidentiality, availability and integrity. 

Sectoral criteria can be found in an annex to the decree in sector VI. "Communication and 
Information Systems". The letter G is crucial for the critical information infrastructure, 
"Cyber Security". The criteria are as follows: 

• An information system that significantly or completely affects the activity 
of a designated critical infrastructure element, and which is only replaceable 
at disproportionate cost or a time period exceeding eight hours. 

• A communication system that significantly or completely affects the activity 
of a designated critical infrastructure element, and which is only replaceable 
at disproportionate cost or a time period exceeding eight hours. 

• An information system managed by a public authority containing the personal data 
of more than 300,000 people. 

• A communication system providing a link or connection to a critical infrastructure 
element with a guaranteed data transfer of at least 1 Gbit/s. 

• Sectoral criteria for identifying a critical infrastructure element referred to in 
subparagraphs A through F shall apply mutatis mutandis to the area of cybersecurity, 
if the protection of the element fulfilling these criteria is necessary to ensure 
cybersecurity. 

Because the CII includes systems that provide the government's most important functions, 
the safety requirements placed on this group by the Cyber Security Act are the strictest. 
CII administrators must fulfil the Cyber Security Act in its entirety, meaning they must 
implement all security measures specified by Regulation no. 316/2014 Coll. on Cyber Security. 
This generally includes: 

• Reporting contact information  
• Detecting and reporting cybersecurity incidents  
• Introducing security measures  
• Implementing reactive and protective measures 

                                                           

5 An exact specification of cross-cutting criteria can be found in § 1 of the mentioned government decree. 
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2.1.2 General information about IIS 
An important information system is defined in § 2 item d) of the CSA as an information system 
managed by a public authority, which is not a critical information infrastructure, and where 
an information security breach can restrict or significantly endanger the performance of the 
public authority.  

By this definition, we can conclude that only a system administered by a public sector entity 
can be identified as an IIS. The private sector is therefore excluded from this legislation. 
If a system fulfils the criteria for both a CII and an IIS, it shall be identified as a CII, because the 
stricter regulation takes precedence. The regulation of IISs also excludes municipalities.  

The identification of specific IISs is dependent on Regulation no. 317/2014 Coll., on Important 
Information Systems and their Determining Criteria. In contrast to CIIs, IISs are defined by the 
scope of performance of the public authority. While the breach of a CII could impact the level 
of the entire state, the breach of an IIS could impact the functioning and performance of the 
specific public authority. 

The difference between a CII and IIS is also in the identification process. The system 
administrator himself must assess the fulfilment of the IIS's criteria. If the criteria are fulfilled, 
it is his duty to report the contact information to the NSA and comply with the CSA. The NCSC 
provides methodological support and consultation in this area.  

2.1.3 Current numbers of CII and IIS 
The current number of CII and IIS systems is illustrated in Graph 1 and Figure 1. A CII system 
may be under the administration of public sector institutions and private sector institutions. 
Figure 1 shows that these sectors are almost equal in the number of systems 
and administrators.  

As of December 31, 2016, 48 CIIs and 158 IISs were recorded by the NCSC under 
the administration of 80 public authorities, and 51 CIIs and 20 administrators were recorded 
in the private sector. 

Figure 1 looks at the area from a different perspective. It is clear that there is currently a total 
of 257 information or communication systems under the NCSC classified as a CII or IIS, which 
are managed by a total of 88 administrators. Almost three quarters of these entities are based 
in Prague. Within the framework of basic legal obligations, i.e. reporting contact data, the NSA 
receives contact information for an average of 3 responsible persons for each system. 
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Graph 1: current numbers of CII and IIS systems 

 

Fig. 1: Overview of CII and IIS systems 

2.2 Monitoring compliance with the Cyber Security Act 
In early 2016, inspections of the compliance of obligated persons with the Cyber Security Act 
were initiated. Based on this Act, the National Security Authority is appointed with this 
inspection, but the actual inspection is performed by experts from the National Cyber Security 
Centre.6 

                                                           

6 Inspections are governed by Act no. 255/2012 Coll. on Inspection 
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Inspections of administrators were always performed after the transitional period (one-year 
period for the introduction of the necessary security precautions). 

Most inspections carried out in 2016 were targeted at important information systems. 
A smaller portion of inspections were targeted at critical information infrastructures.  

The NSA performed inspections of a total of 15 obligated persons (administrators). 
A total of 24 systems were subject to the performed inspections. 

 

Graf 2: Type and number of inspected systems 

2.2.1 Inspection criteria 
The main inspection criteria are the CSA and its implementing Regulation no. 316/2014 Coll. 
on Cyber Security (CD). Inspections are conducted in accordance with Act no. 255/2012 Coll. 
on Inspection (Inspection Rules). The inspection process is similar in principle to the audit 
process according to ISO 19 011 and ISO 27K standards. 

Inspections in 2016 were "methodical" with some exceptions. In the event of identified 
discrepancies (the breach of a requirement of the Act) in methodical inspections, no impetus 
for administrative proceedings was given. The reason for this measure is the effort to work 
with obligated persons on remedial measures and consideration of the short effect of the 
Cyber Security Act. 

2.2.2 Inspection plan 
The implementation of inspections is governed by the internal NSA plan, which is approved by 
the director of the NSA, and which is compiled quarterly. 

The inspected entity receives a notification of the planned inspection from the inspection 
team in advance, as well as a "CSA inspection handbook", which is a handbook that is intended 
to prepare the inspected entity for the inspection process. 

The actual on-site inspection is often preceded by a review of documentation, 
i.e. the assessment of required security policies and related documents. 
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2.2.3 What is inspected 
As mentioned, all the requirements of the Cyber Security Act and Cyber Security Regulations 
are inspected. The inspection team has a list of checkpoints for this purpose. This list is largely 
based on the CD (the area of organizational measures, technical measures and management 
of incidents). The number of points actually inspected depends on the type of inspected 
system, technology, the method of regulatory compliance, etc.  

The sampling method is used during inspections, which means that only a number of the total 
set of inspection points, processes and information are chosen systematically. The conclusions 
on the whole are formulated based on the assessment of these samples. 

2.2.4 Duration of inspection 
The duration of the inspection depends on the range of the inspection; in past inspections it 
ranged from two to four days. The course of a specific inspection is based on a pre-established 
and mutually approved program (timetable of inspection activities).  

2.2.5 Inspection output 
A protocol on the inspection is drawn up in conclusion of the inspection, including: 

• Basic information on the inspection 
• An executive summary 
• Inspection findings 
• Deadlines for corrective measures 
• Instructions 
• Annexes 

The protocol is usually handed over to the inspected person on the last inspection day.  

2.2.6 Types of inspection findings 
The inspection findings describe the result of the evaluation of collected evidence from the 
inspection (finding). For inspection purposes, we differentiate between the following 
types of findings: 

• A discrepancy, which means the failure to comply with a requirement according to 
specified criteria or practice deviations from documented procedures in the 
organization (discrepancy). Finding a discrepancy gives a ground for initiating 
administrative proceedings. In discrepancies, a deadline is provided by which 
corrective measures must be implemented. 

• Potential risk. This is a finding where the inspecting person highlights a potential risk. 
• Opportunity to improve. This is a finding where the character of the recommendation 

is based on the experience of the inspecting person. 



         

www.ncsc.cz 15 

• Compliance. Compliance means the fulfillment of requirements according to 
established criteria (compliance). Findings of compliance are not included in the 
inspection report. 

• Notable effort. Notable effort is above standard evaluation of the given area. 

2.2.7 Objections 
The inspected person is entitled to file objections to specific findings of the inspection report 
within the specified deadline. The objections must be filed in accordance with the Inspection 
Rules, i.e. within two weeks of the receipt of the protocol. If the inspected entity fails to do 
so, the inspection is properly terminated after the expiration of this period. So far, two entities 
have filed objections, and in both cases it was decided that they are unfounded and they were 
rejected.  

2.2.8 Results of past inspections 
Graph 3 shows that out of the total number of 15 inspections, overall compliance was found 
in 3 cases (i.e. no discrepancy was found). In the other 12, cases a discrepancy was found 
(i.e. twelve of the inspected entities breached the Cyber Security Act).  

 

Graph 3: Overall results of CSA inspections for 2016 
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The ratio of individual findings of all the inspections carried out in 2016 is shown in Graph 4.  

 

Graph 4: The ratio of individual findings for 2016 

2.2.9 Most common findings 
A list of most the common findings arising from previous inspections carried out in 2016 
is presented in Annex no. 1. The aim of this list of common findings is to prevent further 
repetition of these shortcomings by other entities.  

Generally, it is important to note that compliance with the requirements of the Cybersecurity 
Act cannot be ensured by "merely" purchasing and deploying third-party solutions. It is a set 
of procedural, organizational and technical measures and tools that need to be applied 
correctly in order to meet the needs of the law, as well as the needs of the organization. 
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2.3 Technical security of CII/IIS systems 
Since June 2015, the NSA - NCSC has been implementing the project "System for the Detection 
of Cyber Security Incidents", which analyses the network traffic in key networks of the state. 
The reason for this is the problematic protection of the network perimeter („disappearing 
perimeter effect“), which is particularly contributed to by: 

• Constantly improving (spear) phishing methods. 

• The indiscipline of users (using untested flash drives, installing unauthorized 
software, visiting harmful sites). 

• The development of mobile computing, smartphones and tablets, which can be 
connected to the internet, etc. 

There are many attack vectors, and if a technically equipped attacker willing to invest money 
and time is aiming to infect the network, as is the case with APT (Advanced Persistent Threats), 
the probability of penetration is high, and the analysis of network traffic can provide valuable 
clues for administrators. 

The system will monitor network traffic, and in addition to communication to addresses with 
a bad reputation, it will also be able to use methods of behavioural analysis to find anomalous 
data transfers, i.e. data flowing at unusual times, in an unusual format or volume. This will 
facilitate the detection of a range of negative events: malware, communication in networks 
and addresses with poor reputations, scanning the network from the outside, brute-force 
attempts to break authentication for services offered by the network, DoS/DDoS attacks, 
connecting computers to botnet networks, etc. 

Partners will also share a carefully selected set of data with the NSA only from the perimeter 
of their networks, allowing them to trace security incidents that were detected in one resort, 
or incidents that were not identified as dangerous. In return, the NSA will share lists of harmful 
IP address and domains, as well as other updates, with its partners. As a result, the system will 
increase the confidentiality, integrity and availability of data in networks containing a number 
of key elements of the state's information infrastructure. 

In the first phase, the Ministry of Finance, Ministry of Labour and Social Affairs and the 
Ministry of Justice will be involved in the Detection System, in addition to the NSA itself. The 
system will cover the networks of these ministries, as well as organizations directly managed 
by them. After the system is launched, the NCSC circuit of involved institutions will continue 
to expand. 
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In late 2016, GovCERT.CZ and the Ministry of Interior (MoI) began to prepare scrubbing centre 
project (equipment enabling the filtering of DoS/DDoS attacks). The aim is to build a centre 
for state authorities, who, in the event of a volumetric attack, will be able to reroute the 
incoming traffic through this device. The clean traffic is then routed back to the attacked 
organization. 

Team GovCERT.CZ also implemented the "Analysis of Metadata of Ministries of the Czech 
Republic" project. The aim of the project was to provide information that could be used to 
prepare for attacks. It is a preventive measure, and it should facilitate the process of securing 
ICT infrastructures for administrators. Penetration tests of web applications were also 
performed based on the newly created methodology, based on the test structure of the Open 
Web Application Security Project (OWASP). These tests are offered to government institutions 
and administrators of CII/IIS. Within the external penetration testing project, partial tests 
were performed, which led to the involvement of the organization's infrastructure 
subsystems. The experience from these projects was used to update the technical exercise 
Cyber Czech 2016 prepared by the NSA. 
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3. LEGISLATION AND CONCEPTUAL DOCUMENTATION 
In 2016, the NSA prepared a transposition of the European Directive NIS in cooperation with 
the concerned ministries, which will take the form of an amendment to the CSA in early 2017. 
Another important activity was the implementation of the National Cyber Security Strategy 
Action Plan. 

3.1  National Cyber Security Strategy and Action Plan 
Information on the implementation of the National Cyber Security Strategy (NCSS) for the 
period 2015-2020, or its Action Plan, is elaborated based on the inputs of individual entities in 
Annex no. 6. 

3.2 Legislative development 
Efforts to introduce minimum safety standards for important information and communication 
systems and for better coordination in ensuring cybersecurity, which have led to the adoption 
of the Cyber Security Act at a national level, have had a concrete outcome at a European level 
as well in the form of Directive no. 2016/1148 on Measures to Ensure a High Common Level 
of Security of Networks and Information Systems in the Union, i.e. Directive NIS.  

Directive NIS regulates two broad categories of entities: basic service operators and digital 
service providers, who, in varying degrees, will need to implement security measures and 
report security incidents capable of disrupting key social and economic activities provided by 
their services, or the continuity of the provision of their services. These entities, as a new 
category, will complement the existing obligated persons under § 3 of the CSA, i.e. authorities 
and persons ensuring the operation of electronic communication networks, the provision of 
electronic communication services, operators of important networks, critical information 
infrastructure administrators and important information system administrators. 

In addition to identifying operators of basic services and establishing requirements for safety 
measures, detecting incidents and their reporting, the NIS Directive also requires the member 
states to prepare a national cyber security strategy, determine national competent 
authorities, single contact points for contact with foreign counterparts, and establish CSIRT 
security teams and ensure their functioning for regulated sectors. The Czech Republic has 
already implemented many of these measures in relation to the adoption of the CSA. Member 
States will also cooperate in the framework of two platforms established by the Directive, 
a Cooperation Group for issues of a strategic nature and a CSIRT Network for technical 
cooperation. 

Given the transposition period of 21 months from the Directive's entry into force, during the 
final stages of negotiations the NSA began to prepare a transposition amendment in 
cooperation with the concerned ministries and other entities, the proposal of which was 
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approved by the government on November 23, 2016, and subsequently forwarded for further 
consideration to the Chamber of Deputies of the Czech Parliament. The new legislation should 
enter into force in mid-2017. 

The proposed amendment to the CSA is partly responding to the weaknesses identified in 
practice in the first two years of the introduction of the Act.  

In 2016, Regulation no. 317/2014 Coll. on Important Information Systems was also amended, 
the annex to which lists these systems and needed to be updated in connection with the 
ongoing identification of new systems. 

3.3  Grey areas 
In 2016, the NSA warned the Czech government about the existence of grey areas in 
cybersecurity. These grey areas were identified on the basis of activities of NCSC employee 
activities during the first year of the effect of the CSA.  

The fundamental characteristic of grey areas is the absence of certain important sectors in the 
CII system. The grey areas also highlighted the lack of regulation of relations between CII and 
IIS administrators and suppliers of ICT services, which could threaten the very functioning 
of certain systems. Finally, the document pointed to additional risks arising from the lack 
of experts on cybersecurity in public administration or the application of other laws, which did 
not reflect the requirements placed on cybersecurity. In 2016, the NSA subsequently informed 
the government about how to fill grey areas that occur at a legislative, administrative and 
methodological level.  
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4. INTERNATIONAL COOPERATION 
International cooperation is one of the main pillars for ensuring state cybersecurity. 
In the field of international organizations, the traditional partners of the Czech Republic are 
NATO and the European Union. Next year the list of organizations and forums that the Czech 
Republic participates in could expand further. The NCSC is actively exploring opportunities to 
engage in the Global Forum on Cyber Expertise, where know-how and proven practices in 
building cyber capacities are shared. In the field of bilateral relations, the deployment of cyber 
attachés significantly deepened strategic relations with the United States and Israel. 

In the area of international cooperation, other ministries are operating in addition to the NSA, 
particularly the Ministry of Defence (MoD), the Ministry of Foreign Affairs (MFA) and the 
Ministry of Industry and Trade (MIT).  

4.1 European Union 
The most significant enterprise in cybersecurity at a European level in 2016 was undoubtedly 
the adoption of NIS Directive (see Chapter 3.2 above). The proposal presented by the 
European Commission in 2013 underwent significant changes during the negotiations, 
particularly in the extent of the impact of this regulation.  Given that the Czech Republic 
already has a functioning cybersecurity regulatory framework, it was actively involved in the 
negotiations with a relatively strong bargaining position, and it therefore managed to narrow 
down the providers of digital services and minimize the level of their duties. The principle 
of maximum harmonization preventing the imposition of obligations beyond the scope of the 
Directive is also applied in this area, and obligations will therefore be harmonized throughout 
the Member States. 

Since the adoption of Directive NIS, representatives of the Czech Republic have been 
participating in preparatory meetings of two cooperative platforms, the Cooperation Group 
and the CSIRT Network. They also participate in the work of the comitology committee 
preparing the implementation measures envisioned by Directive NIS. 

The CSIRT Network is a group comprising European CSIRT and CERT-EU workplaces. 
The group's mission is to promote quick and efficient cooperation, create credible 
communication platforms and share best practices. The government and national CERTs 
represent the Czech Republic in this group. In 2016, three preparatory meetings were held 
aimed at formulating basic documents (Terms of Reference and Rules of Procedure). 
The primary objective for the next year is to support Member States that do not yet have 
a representative in this group, while building the national CERT and ensuring a basic level 
of services. 
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The Friends of the Presidency on Cyber Issues was another important forum for cybersecurity 
on the EU soil for the Czech Republic in 2016, which has been meeting regularly since 2013. 
Last year, the Diplomatic Toolbox was drafted on its premises, formulating possible diplomatic 
tools available to Member States in tackling serious cyber attacks. With the accession of the 
Slovak presidency, the focus shifted to increasing cyber resilience and cyber capacities. 
The Council's decision on the Commission's communication on "Strengthening the European 
Cyber Resilience System and Fostering a Competitive and Innovative Cybersecurity Industry", 
which was subsequently adopted by the General Affairs Council, was prepared on this topic. 
In 2016, a new mandate and rules of procedure in the group were also adopted. These changes 
promoted the group to a permanent workgroup and changed its name to the Horizontal 
Working Party on Cyber Issues. 

By creating a permanent cyber attaché position in Brussels in 2016, the Czech Republic gained 
a better overview of the discussion of cybersecurity issues across EU institutions and Council 
working groups, which will enable more effective enforcement of national priorities and 
better coordination of activities of individual ministries active in cybersecurity and related 
matters in the future. For example, in addition to the Ministry of Foreign affairs, the procedure 
with the Ministry of Defence, the Ministry of the Interior and the Ministry of Justice was 
coordinated within their departmental agenda in 2016. 

An example of such successful interdepartmental coordination is the realization of the 
February visit of evaluators in the seventh round of peer reviews organized by the Working 
Party on General Affairs Including Evaluation (GENVAL), in which the NSA participated with 
the Ministry of Interior and Justice, the Police of the Czech Republic and the Supreme Public 
Prosecutor's Office. The current 7th round is devoted to the implementation and functioning 
of European policies on cybercrime and the fight against it. The assessment report of the Czech 
Republic was discussed by GENVAL in December 2016, with a positive response according to 
preliminary conclusions. 

In order to support research activities, a contractual partnership of the public and private 
sector for cybersecurity called the European Cyber Security Organization (ECSO) was 
established in July 2016. On behalf of the Czech Republic, the National Agency for 
Communication and Information Technology (NAKIT) joined the association, which will be able 
to negotiate with the European Commission on the form of the new ECSO challenge based on 
its partnership in the Horizon 2020 program. 

The NSA was also active within the framework of the EU Framework Programme for Research 
and Innovation Horizon 2020. The NSA participated in three research consortia in the field of 
cybersecurity. The supported projects focus on innovative methods of sharing the information 
of CERT/CSIRT security teams and their partner organizations, advanced processing of various 
types of data using Artificial Intelligence elements, and the development of „SCADA 
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honeypots“, i.e. bait for attracting and automatically analysing malware attacking industrial 
control systems. 

4.2  European Network and Information Security Agency (ENISA) 
The Czech Republic is represented in ENISA through participation in formal and informal 
negotiations. Two representatives of the NSA act as a member and alternate in the ENISA's 
board of directors, where they are involved in approval of programs, work plans and the ENISA 
budget. Another NSA representative is a member of a narrower ENISA working group for 
supporting the development and implementation of national cybersecurity strategies. The 
Czech Republic also has a National Liaison Officer (NSA staff member), who serves as a point 
of reference in each EU Member State in specific cybersecurity issues, as a cooperation agent 
and as a supporter of ENISA activities.  

In 2016, ENISA continued to advise the European Commission and EU member states on the 
development and implementation of cybersecurity policies, coordinated measures taken to 
secure their networks and information systems, and supported the building of CERT capacities 
in individual member states through courses and training. It particularly focused on topics and 
challenges related to the newly adopted European NIS Directive.  

4.3  North Atlantic Treaty Organization (NATO) 
The most important event in NATO was the Warsaw Summit, during which heads of member 
states recognized the cyber space as another operational domain. The aim was to highlight 
the role cyber defence and cybersecurity („cyber defence“ in NATO terminology) play in 
Alliance operations. It was also reiterated that cyber defence is part of the collective defence, 
and that the Allies are ready to apply this principle in accordance with Article 5 of the North 
Atlantic Treaty. 

During the summit, the Cyber Defence Pledge was also adopted, the final version of which the 
NCSC was involved in. In this document, the states have committed themselves to build and 
strengthen the security of national networks and the information infrastructure, and thus 
increase their alliance resilience against cyber attacks. Following the Cyber Defence Pledge, 
the North Atlantic Council approved metrics aimed at assessing whether the Allies are truly 
increasing their cyber capabilities as they committed themselves to do at the summit. 
On behalf of the Czech Republic, the evaluation will be handled by the NSA and the Ministry 
of Defence. The first report on the status of Czech cyber capabilities will be submitted by the 
NATO member states in February 2017. 

The Ministry of Defence is also involved in cooperation with NATO in the field of cyber 
defence. Together with the NSA, they are working to prepare positions for meetings at 
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the Cyber Defence Committee (CDC), and, if necessary, other NATO authorities. They also 
participated in alliance exercises Cyber Coalition and Locked Shields together in 2016. 7 

Meetings of the North Atlantic Council and the CDC were supported by the NCSC in 2016 with 
the preparation of analyses of current developments in cyberspace. These analyses were used 
by the Czech ambassador in NATO as a basis for negotiations, and they were distributed to 
Allied state representatives within the CDC. 

The Czech Republic has continued to actively participate in two Smart Defence projects in 
NATO, the first of which is the Multinational Cyber Defence Education and Training (MN CD 
ET), whose national contact point is a NSA staff member. The aim of the project is to fill in gaps 
in education and training in cyber defence and cybersecurity. The Czech Republic continued 
to develop its activities in two working groups within the project. In the first group, it 
continued to create a common taxonomy. In the second group, it was involved in the 
preparation of master's programs focusing on international law in cyberspace and on the 
technical aspect of cybersecurity. Representatives of Masaryk University, who are involved in 
the project along with the NSA, offered courses for the needs of these programs. Particularly 
their subjects focusing on the legal issues of cybersecurity were evaluated very positively by 
members of the project. 

The second Smart Defence project was the Multinational Malware Information Sharing 
Platform (MN MISP), in which the Ministry of Defence continued to participate in 2016. The 
aim of the project is to provide a platform for sharing technical information about malicious 
code and security incidents. The Allies and partner countries involved in the project addressed 
the possibility of extending the functionality of the operated platform so that information can 
be shared more efficiently, resulting in a faster recognition of system compromise and 
increasing the likelihood of detecting an infection.  

For the third year, the Czech Republic has also been actively involved in NATO's Cooperative 
Cyber Defence Centre of Excellence (CCDCoE), which focuses on research and scientific 
activities in cybersecurity and cyber defence. The Czech Republic is a member of the 
centre's Steering Committee, and an NSA staff member went to its legal division in early 2014; 
based on his work results, the centre's management requested an extension of his posting by 
another year. As a "voluntary national contribution", he publishes analyses and participates in 
the preparation of cyber exercises and the organization of conferences held by the centre. 
One of these conferences is the world famous CyCon. This year the representative of the NCSC 
was among speakers, presenting the Czech approach to the state of cyber danger defined in 
the Cyber Security Act. 

                                                           

7 See Chapter 4.12 
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4.4 Organization for Security and Cooperation in Europe (OSCE) 
The work of the OSCE in building confidence and preventing conflicts associated with 
cyberspace activities, i.e. Confidence building measures (CBMs), reached another milestone in 
2016 when the participating states adopted a second set of cybernetic CBMs.  

In the addition to the first set from 2013, the participating states agreed on a voluntary basis 
within a specialized informal working group to support seminars, debates and other 
cooperative mechanisms enabling the exchange of information, to promote the use of 
protected communication channels with their representatives and experts, and to clarify 
technical, legal and diplomatic mechanisms associated with applications related to the use of 
ICTs, to develop public-private relationships, regional and subregional cooperation, and to 
support mechanisms for coordinated vulnerability disclosure.  

In addition to the new CBMs, the participating states discussed options for the 
implementation of the adopted CBMs. In November 2016, the first exercise consisting in 
verifying the permeability of communication channels („ComCheck“) took place in this 
context. 

For the Czech Republic, represented in the relevant working group of the NSA and the Ministry 
of Foreign Affairs, this platform is also a useful source of information about attitudes and 
policies in the field of cybersecurity applied by states outside the EU or NATO. 

4.5  Central European Cyber Security Platform (CECSP) 
The Central European Cyber Security Platform was established based on Czech and Austrian 
initiatives in May 2013. In addition to the two countries mentioned, its members also include 
Hungary, Poland and Slovakia, and its main task is to create a suitable environment for sharing 
know-how and best practices between countries that are traditionally close to each other. 

The last technical meeting of the CECSP in 2016 took place in October. The Czech Republic 
presented its development in cybersecurity and continued the discussion on sharing technical 
information, including the standards and tools used. 

4.6 OECD  
In 2016, the NSA, as a national cybersecurity authority, joined the work of the 
interdepartmental working group of the Ministry of Foreign Affairs for cooperation between 
the Czech Republic and the Organization for Economic Cooperation and Development. 
The issue of cybersecurity also has an important place in economic development, which this 
organization focuses on; it is reflected, for example, in instruments relating to digital security 
risk, digital economy development or consumer rights protection, adopted by the OECD in the 
2015-2016 period. Therefore, the NSA intends to further develop cooperation with the 
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Ministry of Industry and Trade in 2017, especially in relation to the Czech Republic's 
representation in the OECD's Working Party on Information Security and Privacy 

4.7 Bilateral and other cooperation 
In 2016, there was a significant deepening of relations with the United States and Israel, where 
Czech cyber attachés began serving. The cooperation with other foreign partners has also 
been strengthened, including the Republic of Korea or Singapore. 

The function of a cyber attaché in Tel Aviv in 2016 was primarily aimed at building awareness 
among the main cybersecurity executives in Israel about the implementation process of the 
Cyber Security Act in the Czech Republic.  

In addition to the deployment of cyber attachés, a significant event in the Czech-Israeli 
relations was the signing of the Memorandum of Understanding. The Memorandum, which 
was signed during the government to government meeting in May (G2G), will create a close 
framework of cooperation between the NSA and the Israeli National Cyber Security Authority 
(NCSA). Following the conclusions of the G2G meeting, a presentation of Israeli and Czech 
companies in the field of cybersecurity took place in mid-December at the Ministry of Foreign 
Affairs. On behalf of the Czech Republic, the Confederation of Industry and Transport, the 
Ministry of Defence and the Czech-Israeli Chamber of Commerce, participated in the 
organization of the seminar. The main purpose of the seminar was to exchange experience at 
a government level in protecting the critical infrastructure, and the meeting of Czech and 
Israeli companies developing solutions for protection against cyber threats. 

Based on the aforementioned memorandum, both the NSA and the NCSA began working on 
creating a secure communication channel, and discussing the possibility of implementing 
a strategic table-top exercise prepared by the NSA for senior state officials. As described in 
Chapter 4.11.4, the scenario of this exercise has been successfully tested several times in the 
United States. The Israeli party also showed interest in participating in Czech technical cyber 
exercises as an observer. 

Another project between the Czech Republic and Israel is NATO's Science for Peace and 
Security Programme (SPS). The main theme of the project is the protection of the critical 
information infrastructure and building awareness of cyber threats. The project is to be 
implemented in 2017, and it will be attended by representatives of the Czech Republic and 
Israel, as well as other states that will be invited to participate in the project. 

Strategic cooperation with the United States has also deepened. The dispatch of a Czech cyber 
attaché to Washington, D. C. led to contact with representatives of several US state 
institutions, including the Department of Homeland Security and Foreign Affairs. 
Communication was also initiated with representatives of the Ministry of Energy and its 
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subordinate unit Idaho National Laboratory, which specializes in research and development 
of critical information infrastructure protection, not only in the field of nuclear power 
engineering. The cooperation with the Ministry of Energy was supported in September 
by a visit from NSA and NCSC leaders, which included a meeting with the leading cybersecurity 
expert Melissa Hathaway, and representatives of National Cyber Forensics and Training 
Alliance in Pittsburgh. In the second half of the year, cooperation with the American ICS CERT 
(Industrial Control Systems) was established, including the visit of NCSC employees to the ICS 
laboratory in Idaho along with an exercise. 

Within the framework of the cooperation between the NSA and the US FBI, the senior 
manager of the NCSC participated in a two-month internship in the National Cyber-Forensics 
and Training Alliance (NCFTA). The main purpose of the internship, to which representatives 
of countries from around the world were sent, was to establish cooperation in sharing 
information on cyber incidents and ongoing cybercrime investigations. The NCSC will use the 
knowledge of the cooperation of the public sector with private organizations and the 
academic world, which works effectively in the US, to build new cyber capacities. 

Contact has also been established with the American academic institutions George 
Washington University and Georgetown University. At the National Defence University in 
Washington, the Czech cyber attaché introduced the work of the NSA in the field 
of cybersecurity. 

Within the fulfilment of the Czech Republic's strategic partnership with the Republic of Korea 
concluded in 2015, the first bilateral consultations on cybersecurity issues took place in June 
2016. On behalf of the Czech side, the NSA cooperated with the Ministry of Foreign Affairs, 
the Ministry of Industry and Trade, the Ministry of Defence and the Ministry of Interior on 
their preparation. Participants debated on national approaches to cybersecurity and 
protection of the critical information infrastructure, development of international standards 
for cyberspace, possibilities of bilateral cooperation, and perspectives of regional and global 
activities that both the countries are participating in. The Korean delegation expressed an 
interest in organizing a second round of consultations in 2017 in Seoul. 

Bilateral cooperation with the UK was established before the reorganization of its 
cybersecurity system, and it has continued after the establishment of the new British National 
Cyber Security Centre. 

In relation to Singapore, representatives of the NSA attended the Singapore International 
Cyber Week, during which they actively participated in the International Cyber Leaders' 
Symposium on the topic of Building Secure and Resilient Cyberspace. The visit provided an 
opportunity to initiate bilateral cooperation with Singapore in the field of cybersecurity.  
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In 2016, the NSA continued to assist states that are building their cybersecurity system. 
This year, the NSA focused on the Balkan states in two European projects. 

Within the ongoing Enhancing Cyber Security project, the Czech representative coorganized 
a workshop for members of Macedonian, Kosovan and Moldovan CERT/CSIRT teams, 
which was held in Chisinau. The main objective was to pass on the experience with the 
building of a similar workplace in the Czech Republic. The workshop was divided into two parts 
- technical and theoretical. In addition to lectures, both included exercises during which 
participants were given the task of solving security incidents.   

Within the TAIEX instrument, NCSC staff trained representatives of organizations from six 
Balkan countries that deal with cybersecurity. The Czech representatives shared their 
experience with the creation of conceptual materials, the protection of CIIs and the creation 
of cyber exercises.  

4.8 Cooperation with the private sector 
Creating a reliable environment for sharing information and ensuring safer cyberspace cannot 
be achieved without help from the private sector and leading technology companies. In 2016, 
the NSA signed a Memorandum of Understanding with Cisco, which established conditions for 
the exchange of information about security threats, trends and proven practices between the 
two organizations. The Memorandum followed the contractual cooperation between the 
Czech Republic and Microsoft, with which the Czech Republic became the third country in the 
world to participate in the Botnet Feeds security program. 

4.9 GÉANT / Trusted Introducer 
GovCERT.CZ has been an accredited member of the European Trusted Introducer association 
since 2014. This institution operates within the European organization GÉANT and brings 
together security teams from the government, national, academic and commercial spheres 
from around the world. As part of its membership, GovCERT.CZ participated in regular in-
person meetings of this community to share know-how, developed applications, experience 
and information about solved incidents. Another benefit was the exchange of data and 
information about infected stations, websites, vulnerabilities, campaigns and other 
information useful to the CERT/CSIRT community. Finally, in 2016 GovCERT.CZ also benefited 
from access to a closed, encrypted mailing list and verified contacts, which serve to alert 
foreign security teams in the event of a serious problem. 

4.10 FIRST 
FIRST (Forum for Incident Response and Security Teams) is a worldwide platform that brings 
together teams dealing with incident management. This platform is not only limited to CERT 
teams, its members also include other security teams from the commercial, academic and 
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government spheres dealing with this issue. FIRST's task is to create space for discussion and 
sharing of experiences between security teams, and to support activities related to incident 
prevention and incident management. The annual conference held by FIRST brings security 
team representatives from around the world to one place, helping to increase trust between 
security teams. 

The government CERT became a member of this platform in November 2015. In 2016, 
GovCERT.CZ successfully passed the certification process in April 1, 2016, becoming a full-
fledged member. The full membership guarantees the possibility of attending meetings and 
conferences, as well as access to information shared within this platform. Full membership 
also serves as a guarantee of a certain maturity of the team and contributes to greater trust 
of foreign partners. 

4.11 The Honeynet Project 
Two members of GovCERT.CZ became part of the Honeynet Project (Honeynet.org) research 
organization, where they work together with colleagues that are mostly from the university 
environment to develop new and customized existing open-source tools that can be used to 
fight cyber threats. In the future, newly acquired knowledge from network traps (honeypots) 
will be shared within the community involved in the project.  

Throughout the year, GovCERT.CZ employees worked on automated deployment of 
honeypots using the Docker tool. The optimization of interfaces for collecting, storing and 
visualizing data captured by honeypots of GovCERT.CZ continued. This interface should be 
available to those interested. Data captured by GovCERT.CZ honeypots will be sent to a central 
collector, and they will be available for analytical work in the form of visualizations and 
detailed data filtering. In the period from January 1, 2016 to December 31, 2016, 
GovCERT.CZ honeypots recorded a total of 595,014 attacks. 

4.12 International cyber exercises 
Cybersecurity exercises have long been perceived as a suitable tool for testing technical 
knowledge and skills, verifying communication channels, decision-making authorities and 
internal procedures for addressing cybersecurity incidents. The exercises are also a good tool 
for pointing out shortcomings and proposing remedial measures. The Czech Republic regularly 
participates in a number of cybersecurity exercises, in which its representatives occupy 
leading positions. The NSA even organizes exercises for foreign partners. 

4.12.1 Locked Shields 
In 2016, the Czech Republic joined the seventh year of the largest international technical 
cybersecurity exercise called Locked Shields (LS16). This exercise is organized annually by 
NATO CCDCoE in Tallinn, Estonia. The exercise took place from April 18 - 22, 2016, and over 
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500 people participated in it. For the most realistic simulation, the latest technologies, 
network elements and attack methods were used. The exercise took place in a special 
virtualized environment with dozens of computers and servers, where the red team 
of attackers stood against the blue defence teams. The task of the blue teams was to defend 
themselves against prepared hacking campaigns, spying, sabotage and other cyber attacks 
of their network by the red team. The Czech blue team consisted of representatives of security 
teams of the government, commercial and academic spheres, and it ranked among the top 
teams out of 20 teams from a total of 19 countries. In legal scenarios, the Czech team also 
achieved an above-average result. 

In 2016, the Czech Republic was represented by its own blue team as well as two NCSC 
employees who supported the white team, which is involved in the overall organization, 
scenario creation and evaluation of the prepared tasks. The participation of the Czech blue 
team, and the assigned representatives in the while team, was confirmed for next year as well. 

4.12.2 Cyber Coalition 
In 2016, the Czech Republic, represented by the Ministry of Defence and the NSA, took part 
in the international alliance cybersecurity exercise Cyber Coalition for the sixth time. 
The participation of both authorities was enabled on the basis of the Memorandum 
of Understanding and the cooperation in cyber defence between NATO and the Czech 
Republic. The primary intention was to practice technical and non-technical coordination in 
dealing with cybersecurity incidents, and to improve mutual awareness of existing defence 
capabilities. Over 700 technicians and IT professionals, government employees and 
cybersecurity experts from 33 countries participated in the exercise. At a national level, the 
exercise was organized by representatives of the Ministry of Defence and the NSA, and "joint 
teams" consisting of representatives from several ministries participated in it. These include 
state administration representatives (Ministry of Defence, NSA, Office for Foreign Relations 
and Information, Security Information Service, Military Intelligence, Ministry of Foreign 
Affairs, Police of the Czech Republic), the private sector (CSIRT.CZ) and the academic sphere 
(CSIRT-MU). The Czech Republic had above-average results in all scenarios. 

4.12.3 CMX 
From March 9 -16, 2016, NATIO CMX 2016 crisis management exercises was conducted. This 
is a procedural exercise of crisis management authorities, and it is planned jointly by NATO 
Headquarters and NATO Strategic Headquarters (SHAPE). Its aim is to practice work 
procedures in the framework of consultations and collective decision-making at Alliance 
leadership level under Article 5 of the North Atlantic Treaty, including a detailed planning 
process and demonstration of Alliance preparedness for a collective response in situations 
under Articles 4 and 5 of the North Atlantic Treaty. The main topic of this year's exercise was 
addressing crisis situations in Eastern and South-eastern Europe, where Allies were attacked 
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by enemies from the east and south simultaneously. Cyber attacks only represented one 
of the lines in the entire scenario.  

On behalf of the Czech Republic, the following participants attended the CMX 2016 exercise: 
Permanent Delegation of the Czech Republic to NATO (SD ČR); the government of the Czech 
Republic; the State Security Council; Central Crisis Staff; crisis staffs and other designated 
officials of the ÚSÚ (Central Administration Office). The exercise was also attended by 
representatives of ministries, intelligence services and others.  

4.12.4 Table-top exercises for foreign partners 
In 2016, the NSA organized two exercises tailored for a foreign partner. The event consisted 
of a specialized training and a follow-up strategic table-top exercise reflecting current events 
in the world.  

The first exercise took place at the embassy in Washington, D.C. in June. The exercise was 
organized with the help of a deployed cyber attaché, and it was attended by representatives 
of diplomatic corps, various think-tanks, and security community from the Czech Republic, 
Slovakia, Poland, Hungary, Estonia and the United States of America. The second exercise took 
place at the NATO Allied Command Transformation ACT Headquarters. Participants in the 
exercise were civilian and military officials from various divisions of the International 
Secretariat. Based on the participants' assessment, NATO ACT recommended that the exercise 
prepared by the NCSC is included in the Alliance-wide NATO exercises. 

All participants appreciated the topicality of events in the scenario, which allowed them to 
better understand links between political developments and cyber incidents in Central and 
Eastern Europe.  

4.12.5 Cyber Europe 
The Cyber Europe exercise is organized every two years by ENISA. Representatives from 26 EU 
countries and the European Free Trade Association took part this year. This technical and 
operational exercise began in April 2016. In mid-October, it continued with a two-day 
technical exercise, bringing together representatives from more than 300 organizations, 
including national and government cybersecurity centres, ministries, European institutions, 
and more. This year, the scenario included an extensive blackout. The main representative 
of the Czech Republic is the national CERT, which fulfils a coordination role. 
The NSA/GovCERT.CZ participated in both phases held in 2016. 
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5. NATIONAL COOPERATION 
Broad cooperation at a national level is necessary to ensure cybersecurity in the Czech 
Republic. The NSA, as a national gestor of the given area, is actively cooperating with other 
departments of the state sphere, trying to maintain the Czech Republic's unified attitude 
towards foreign countries. Along with the academic community, it is involved in the 
preparation of future experts and raising awareness of cybersecurity. It shares information 
and experience with vulnerability with CSIRT security teams, and it is involved in the 
development of new technical tools. 

5.1 Cooperation between Government CERT and CSIRT.CZ 
The Government CERT team and the National CSIRT.CZ team traditionally share information, 
experience and know-how regarding vulnerabilities with each other. As part of the Czech 
involvement in The Honeynet Project, they also collaborate on the preparation of honeynet 
information and participate in international cybersecurity exercises.  

As the National CERT team operator, the CZ.NIC Association, within the PROKI project 
(Prediction and Defence Against Cyber Incidents), which was supported under the Security 
Research Programme of the Czech Republic 2015-2020, started pilot operations in 2016 and 
began sending outgoing reports to entities voluntarily reporting to the pilot operation.  
At the same time, existing data sources and important data from projects such as N6 or 
Shadowserver Foundation were undergoing expansion. In the field of further improvement of 
incident handling, the association created and published a tool for simpler automated 
processing of large incidents and automated distribution of adequate parts to end nets within 
the scope of the National CERT team. In total, the team handled over 1,000 incidents from the 
beginning of the year to mid December 2016.  In addition to searching for phishing sites and 
sites affected by malware, it added the search for defacement to the malware-tracking 
service. 

In 2016, the CZ.NIC Association and the CSIRT.CZ team joined the Safer Internet project, and 
in July they began operating the Internet Hotline service for reporting illegal content on the 
Internet. Depending on the type and severity of incidents, the reports are handed over to the 
Police of the Czech Republic to open an investigation, or to other partners to handle. 
Within the framework of prevention and training, CSIRT.CZ members participated as speakers 
in various conferences, and organized trainings for professionals and the general public. 
The number of awareness activities increased the most in October, which is traditionally 
devoted to cybersecurity. The Cyber Security Month is organized under the auspices of the 
European Commission and the European Network and Information Security Agency (ENISA). 
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5.2  Cooperation between GovCERT.CZ and other CSIRT security teams 
Cooperation among Czech security teams took place mostly in the area of information sharing. 
The teams shared data and information about cyber incidents, their experience with solutions 
and the development of new instruments. A specific example is the information about devices 
connected to botnets, which the Government CERT sent every day to about ten Czech 
CSIRT/CERT teams.  

In order to streamline information sharing, GovCERT.CZ cooperates with CSIRT of Masaryk 
University (CSIRT-MU) and CESNET (CESNET-CERTS) in the Sharing and Analysis of Security 
Events project (SABU). The aim of the project is to develop intelligent analysis and a system 
for the efficient transmission of information on cyber incidents among security teams in the 
Czech Republic. As a result, the SABU project should enable the prediction of the further 
development of attacks and thus limit their impact on national cyberspace. In 2016, several 
meetings were held on the development of this project and its future direction. 
The implementation of SABU in the Czech Republic and abroad is planned for 2019. 

The NSA and security teams also cooperate in cybersecurity exercises. At a national level, 
GovCERT.CZ maintains close relations with the CSIRT-MU team. Their cooperation took place 
in the technical field during the preparation and implementation of national technical 
exercises, which were Cyber Czech 2015#2 and Cyber Czech 2016#1 this year. With regard to 
international exercises, the CIRC Centre in the Ministry of Defence (CIRC-MO), whose staff is 
involved in cyber scenario solving along with GovCERT.CZ staff, is a frequent partner 
of the NSA. 

5.3  Police of the Czech Republic and intelligence services 
To ensure cybersecurity in the country, cooperation among the national cybersecurity 
authority, cyber defence organizations of the Czech Republic and the fight against cyber crime, 
such as Military Intelligence and the Czech Police, is also necessary. Representatives of these 
authorities meet each month to exchange information about current threats, past incidents 
or important cybersecurity incidents. 

In 2016, the Czech police continued to carry out tasks arising from the Action Plan of the 
National Cyber Security Strategy of the Czech Republic for the period of 2015 to 2020. 
Necessary organizational changes were made, and particularly staffing capacities of 
organizational units specializing in detecting and investigating cyber crime, expertise or 
service activities were increased. The Police of the Czech Republic is trying to increase the 
professional level of these workplaces by gaining specialists from the civilian sector, and 
emphasis is also placed on further education and professional growth.  It is also intensively 
working on material security of the affected places. In these areas, the cooperation between 
the Police of the Czech Republic and state administration and commercial sphere entities is 
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deepening. Long-term cooperation with the National Cyber Security Centre of the NSA has 
been maintained, where police representatives regularly participate in cybersecurity 
exercises. Cooperation with foreign partners and Europol is also developing. The Police of the 
Czech Republic will continue in these trends in the next year. 

Throughout the year, cooperation was established with the Military Intelligence and 
consultations were provided for the preparation of ICS laboratories and their emerging centre 
of cyber forces. Last but not least, regular meetings and consultations on cybersecurity were 
held with all intelligence services of the Czech Republic - Military Intelligence, the Security 
Information Service and the Office for Foreign Relations and Information.  

5.4  Ministry of Defence 
The Ministry of Defence and the NSA cooperate closely on a technical and strategic level. 
In the course of 2016, they prepared documentation for the Warsaw Summit and NATO body 
meetings, and as in previous years, they worked together on international cyber exercise 
solutions.  

The Ministry of Defence operates six important information systems defined in Annex no. 1 to 
Decree no. 317/2014, on Important Information Systems and Their Defining Criteria. In 2016, 
the Ministry of Defence elaborated a draft of the Cyber Security Strategy of the MoD, and the 
Action Plan for Cyber Security of the MoD for the period of 2017 to 2020. 

At an international level, the MoD cooperates particularly with NATO within the Alliance's 
cyber defence policy, and continues to develop cooperation with the European 
Union/European Defence Agency and the V4 countries. On a bilateral level, it cooperates with 
the armed forces of the United States, Israel and other countries. In 2016, interviews for the 
establishment of cooperation between the MoD, representatives of the National Guard of 
Texas and Nebraska, and representatives of the Cyber Security Bureau of Georgia, were held.  
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5.5  National Security Audit 
In early 2016, the Ministry of the Interior created a group based on the National Security 
Council's decision, whose task was to prepare material analysing the Czech Republic's 
resilience to security threats and propose necessary measures in the most risky areas. In 
cooperation with state administration, material dealing with a total of ten topics was created 
at the end of the year, and "Threats in Cyberspace" was one of the topics. This topic was 
further divided into five specific threats that seriously threaten the national security of the 
Czech Republic: 

I) Cyber espionage 

II) Violation of, or decrease in IT infrastructure resilience 

III) Enemy campaigns 

IV) Violation of, or decrease in eGovernment security 

V) Cyberterrorism8      

5.6  Further inter-ministerial cooperation 
Cybersecurity is an integral part and a prerequisite for the development of digital society. As 
such, it has its place in the implementation of the digital agenda at a national level. Therefore, 
in 2016 the NSA continued to cooperate with the Office of the Government and the 
coordinator for digital agenda on the preparation and implementation of the Action Plan for 
the Development of the Digital Market, among other things. 

The preparation of National Cloud Computing is closely related to the development of digital 
society. To maximize its security and trustworthiness, the NSA is cooperating with the Ministry 
of Finance and the Ministry of the Interior on developing its strategic framework. 

The NSA also cooperated with the Ministry of Interior on the abovementioned National 
Security Audit and peer reviews organized by the EU and its Working Party on General Matters 
including Evaluation (GENVAL). 

  

                                                           

8 Detailed results of the National Security Audit are available here: https://www.vlada.cz/cz/media-
centrum/aktualne/audit-narodni-bezpecnosti-151410/ 
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5.7  Academic sphere 
The academic community plays an important role in ensuring cybersecurity, and it is one 
of the NSA's traditional partners. Representatives of both spheres participate in the 
preparation of future professionals, organize cyber exercises and share information and 
experiences with cyber incidents. 

In 2016, the NSA cooperated closely with Masaryk University in Brno. In addition to the 
preparation of national exercises, there was also technical cooperation between CSIRT-MU 
teams at the Faculty of Informatics and GovCERT.CZ.9 On a legal level, the cooperation began 
with the preparation of the CSA, and it continued in 2016 with consultations on its 
amendment. At Masaryk University, there were information meetings of cyber security 
lawyers, or "CyberCake", which was attended by experts from the academic community, the 
NSA, the judiciary and other state entities. 

As part of the preparation of future experts, the National Cyber Security Centre participated 
in teaching subjects at universities. At the Faculty of Social Studies of Masaryk University (FSS 
MU), and at the Faculty of Science at Palacký University in Olomouc, representatives of the 
NCSC taught the subject of "Cyber Security". Guests from partner institutions were also invited 
to selected lectures. For FSS MU students, the subject also included an excursion to the NCSC's 
main workplace and a practical demonstration of a strategic Table-Top exercise. The course 
will take place in 2017 again. Sub-lectures by selected NCSC representatives were also held at 
the CEVRO Institute and Prague Security Studies Institute. 

In relation to the development of cybersecurity education, an overview of university degree 
programs/disciplines/subjects related to the subject of cybersecurity from a technical, legal 
and security/political point of view, were published at www.govcert.cz. Its purpose was to 
provide easy orientation in education possibilities provided by universities in the Czech 
Republic in connection with this issue. The overview should serve the general public, 
secondary school students and their teachers, as well as the academic community. 

GovCERT.CZ employees helped students with their final thesis. In the past year, they 
conducted two bachelor theses and one diploma thesis on the topic of honeypots. One of 
them was focused on the development of a client honeypot, another focused on a honeypot 
designed for malware collection, and the last one focused on developing the honeyD 
honeypot. Interim outputs were published at GitHub GovCERT.CZ 
(https://github.com/GovCERT-CZ), and information was shared both within the Czech chapter 
and internationally.  

                                                           

9 See Chapter 4.12 
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5.8  National exercise  

5.8.1 Cyber Czech 2015 #2  
In mid-March, the NCSC and the Institute of Computer Science of Masaryk University 
organized an exercise called Cyber Czech 2015 II. This was a repetition of the exercise that was 
first organized in October of the previous year. The main objective was to verify the practical 
skill of managing cybersecurity incidents in connection with protection of the critical 
information infrastructure of the Czech Republic, and to practice procedures according to Act 
no. 181/2014 Coll. on Cyber Security, including communication with the media in coping with 
a crisis.  The exercise was attended by representatives from state administration authorities 
and CII entities. Their task, as in October of the previous year, was to defend the information 
infrastructure of a fictitious nuclear power plant that was attacked by a team of hackers, the 
red team, composed of NSA and Masaryk University employees.  

5.8.2 Cyber Czech 2016 – table-top 
On June 23 and 24, 2016, the strategic cybersecurity exercise Cyber Czech 2016 took place, 
which was organized by the National Cyber Security Centre. This was a non-technical "Table-
Top" 10  exercise, the primary goal of which was to practice decision-making processes at 
a strategic level necessary for effective cyber crisis management, including practicing 
communication and cooperation between the involved entities. The exercise was a follow-up 
of the strategic exercise that was organized by the NSA in cooperation with the European 
Cyber Security Initiative (ECSI) and the European Defence Agency (EDA) in June 2015.  

Several working groups were created to simulate communication and cooperation based on 
the experience and professional focus of the trainees. The groups were composed as follows: 
government and state administration; intelligence services and force units; law enforcement, 
legal experts and the private sector. This year, a media working group was created for the first 
time, represented by real journalists from various news journals and a group of senior officials. 
The main reason for expanding the working groups was to create a more realistic exercise. 
According to the feedback, the creation of these new groups proved to be very good.  

5.8.3 Cyber Czech 2016 #1 – technical 
In the second half of October, the NSA and the Institute of Computer Science of Masaryk 
University in Brno organized another national cybersecurity exercise, CYBER CZECH 2016. This 
time it was a technical exercise that followed the previous table-top exercise from June 2016, 
becoming the second technical cybersecurity exercise. The main goal of the exercise, as in 
                                                           

10 A Table-Top exercise is an exercise designed to test the theoretical abilities of the trainees to react in a group 
to a particular crisis situation. The great advantage of this kind of exercise is the ability to test any hypothetical 
situation without the risk of harm or other consequences. 
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previous exercises, was to verify the practical skill of coping with cyber incidents in connection 
with the protection of CII elements, and to practice procedures of the CSA, including 
communication with the media and coping with the crisis.  

This time, twenty-four representatives from the organizational units of the state’s and CII 
entities were part of the blue defence team. Private and academic bodies were also present. 
Their task was to defend the information infrastructure of a fictitious railway station and to 
prevent the derailment of a train transporting radioactive waste. A team of hackers, the red 
team, composed of NSA/NCSC and Masaryk University employees, attacked the information 
systems. This year, the media was represented by real journalists, who made the scenario 
realistic with their questions for the individual teams and the subsequent articles that they 
published on a fictitious news portal. 

The exercise set in this context will have three more iterations in 2017, two of which will be 
held in English for foreign partners.  

5.8.4 CommCzech – communication exercise 
The first national communication exercise was held under the auspices of the NCSC on 
November 3 and 4. The exercise was focused on verifying the continuity of unclassified 
communication channels and the recency of data reported by the obligated entities pursuant 
to § 16 of the CSA. The exercise consisted of two stages. In the first stage, the electronic 
connection was tested in order to check email addresses. Based on a sent email, the respective 
entities had a maximum of 48 hours to respond and confirm their acceptance. The second 
stage took place simultaneously, verifying telephone contacts.  

The exercise was very beneficial because it identified several obligated persons who were 
identified as inaccessible via telephone and electronically, or via both methods. The entities 
were informed and notified of this obligation in writing. In view of its importance, 
the communication exercise will be repeated regularly.  
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6. INCREASING AWARENESS AND EDUCATION 
Education and support for cybersecurity education are among the core areas of the NCSC's 
activity. In 2016, the centre continued its activities from the previous year, developed existing 
cooperation and launched new projects.  

6.1 Seminar on the Cyber Security Act 
On September 13, 2016, the National Cyber Security Centre organized the 2nd annual all-day 
Cyber Security Act seminar. The seminar was organized under the auspices of the Student 
Chamber of the Academic Senate of the Faculty of Business and Management, Brno University 
of Technology. This year's 2nd year was aimed at informing the public about news from the 
NCSC's activities, especially focusing on the Cyber Security Act and practical cybersecurity 
experience. The seminar was attended by about 200 participants from the professional public, 
representatives of obligated entities (especially CII/IIS administrators), and students.  

6.2  Training for public administration employees 
Within the framework of public administration activities, the centre has organized a number 
of training sessions on the rules for safe use of ICT technology at work and in private. The first 
training was an all-day training session for employees of the Office of the Czech Government. 
The training was dedicated to employees at all levels of management, and its contents 
included current threats and risks, the importance of digital hygiene, basic safety rules and 
the possible consequences of non-compliance, including a demonstration of what 
a ransomware or keylogger can do. We prepared a similar training for the Ministry of Regional 
Development. This training was followed by a tour of the NCSC workplace with a detailed 
explanation of its activity. 

6.3  „Cyber Security in Organizations“ 
A two-day training session was held in the Moravian-Silesian Region called "Cyber Security in 
Organizations". It was focused on cybersecurity management in organizations, and it included 
a network analysis workshop. The target group were IT security managers, cybersecurity 
managers, IT administrators, security architects, ISMS implementers, and other roles arising 
from the CSA. The lecturers were representatives of the Cyber Security Policy Department and 
representatives of the Government CERT. The training received a positive response and it was 
requested for 2017. 
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6.4 Additional activities to the Cyber Security Act 

and the implementation of security measures 
Based on the requirements initiated by the obligated entities, several seminars were also held, 
as well as CSA training and the implementation of security measures, which were conducted 
by employees of the Cyber Security Policy Department. 

6.5  Internships at the NCSC 
Internships for university students are also part of raising awareness of cyber security. 
The aim of the internships is to broaden students' knowledge of cyber security, and familiarize 
them with the basics of security practice and the functioning of state institutions. In the past 
year, 7 students with a technical, security-political and legal background were trained in the 
centre. At the end of the year, an information campaign and the distribution 
of advertisements with preferred areas at respective universities was carried out. 
The internships serve as a source of future NCSC employees. 

6.6 High school cyber competition in the Czech Republic 
From the position of a professional guarantor, the centre supported the first year of the cyber 
competition intended for high school students aged 16-17. The aim of the competition is to 
raise awareness and knowledge in the field of cyber security, identify young talents and also 
provide information support to high school educators. The activity has three rounds, and the 
best will quality for a European cyber competition, which will be held in November 2017.11  

6.7  Structured dialog for secondary and elementary school students.  
Representatives of the Exercise and Education Section of the Cyber Security Policy 
Department participated in a structured dialogue within the Junulara II project on the topic of 
"Internet Security", where they were one of the lecturers.  The event was intended for primary 
and secondary school students, aiming at spontaneous discussion and answering questions. 

6.8 „Cyber Security: State, Individual School"  
A series of workshops from the "Media Literacy for Teachers" cycle called "Cyber Security: 
State, Individual, School" were held in several cities of the Moravian-Silesian Region. 
The subject of these workshops were the current risks and threats to today's society in 
connection with the use of modern technologies, how the perception of cyber security 
changed from the state's point of view, and how to resist cyber attacks from the individual's 
point of view. 

                                                           

11 You can find more information about the competition at www.kybersoutez.cz. 

http://www.kybersoutez.cz/
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The participants were also presented with the activities of the National Cyber Security Centre 
and the Action Plan for the NCSC, as well as a draft of the prepared concept of cyber security 
education, where the need for educating and raising awareness of the general public was 
highlighted. The workshops were accredited by the Ministry of Education, Youth and Sports. 

6.9 Pilot phase of the interactive educational module Digital 

Footprint  
A total of 8 schools (6 elementary schools, 1 elementary school and a multi-year gymnasium 
and 1 multi-year gymnasium) from 4 regions (South Moravian, Olomouc, Moravian-Silesian, 
Central Bohemian) participated in the pilot phase of the project. The target group were 6th 
and 7th grade students, and all classes completed the module. A total of approximately 300 
students took part in it.  

The activity was focused on the issue of risky behaviour and defective behaviour in the online 
environment. The central topic was cyberbullying, sexting and other associated social 
pathological phenomena. The students worked with the internet and selected social 
networks. They used "detective work" to find key information and reconstruct a specific 
fictional story. They entered the clues they found into an e-learning test, which evaluated the 
correctness of their answers at the end of the course. The e-learning was interwoven with 
short educational texts. After the test was completed, there was a summarizing discussion, 
where the students presented their findings and mistakes made by the fictional characters. 
They also made suggestions on how to behave safely in the online environment. Finally, the 
students and teachers were presented with short evaluation questionnaires to provide 
feedback on the activity. A strong aspect increasing the attractiveness of the activity was the 
connection of the pupils with reality, work with technology and the possibility of using other 
modern equipment, which supported the development of their key competencies overall. 
Based on the outputs of the questionnaires, we can conclude that the activity was rated 
positively by students and teachers, and they could imagine it being a part of regular 
education. 

The main findings include insufficient knowledge of social networking features, especially 
security settings, between students. Yet, most of them had a Facebook account, and a large 
number of these students were younger than thirteen. Moreover, students showed limited 
capabilities when working with Internet search engines and map portals. Although they do 
have theoretical awareness about cyberbullying, etc., thanks to various preventive programs 
in schools, in practice, especially in connection with the use of social networks, their 
knowledge and awareness of possible consequences is very limited.  
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Despite the large number of preventive programs in primary schools, continuous education of 
this large and very vulnerable target group is essential. They should therefore be educated in 
a very interactive way so that the acquired knowledge becomes automatic, and so they can 
transform it into their common habits.  

6.10 Diary 
In 2016, the NSA supported the creation of a School Diary 2015/2016, for which it provided a 
webpage of some examples of defection behaviour on the Internet, and a website of rules of 
safe behaviour on the Internet. The Diary is published by the Generation Europe supranational 
civic association, and it is based on an educational model that combines entertainment and 
education. The Diary is distributed annually to schools all over the Czech Republic. 

6.11 Support for the "Zvol si info" (Choose Your Info) project 
We support the project "Zvol si info", which was initiated by students of humanities at 
Masaryk University.  Its goal is to increase media literacy, especially among young people, 
and to support critical thinking as an objective means against media propaganda 
and disinformation. 
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7. GOVERNMENT CERT ACTIVITY (GOVCERT.CZ) 
In 2016, the Government CERT continued to expand its capacity, reflecting the ever increasing 
demands on its analytical capabilities in investigating security incidents.  

The Government CERT operates a laboratory for the examination and testing of ICS/SCADA 
systems. The laboratory was established in 2015, and its construction was completed in 2016. 
The laboratory is currently fully functional. The benefit of the laboratory was demonstrated 
during a cyber security exercise, where the Government CERT achieved excellent results in 
industrial control system scenarios12. Further development of this workplace will reflect the 
needs of the Government CERT and future technological developments. 

Another specialized Government CERT workplace is the newly established forensic laboratory. 
Its purpose is to provide the environment and tools for work with secured physical devices 
(computers, mobile phones, storage media, etc.), their analysis and storage, while ensuring 
the required level of security for these sensitive materials. The launch of the forensic 
laboratory into full operation is expected in the second half of 2017. 

In 2016, the provision of formalised penetration testing was initiated. This service is provided 
for state administration authorities on the basis of a contract. Testing is typically performed 
in a time period of two weeks. The output of each test is a non-public report summarizing the 
vulnerabilities and shortcomings in the system configuration, along with recommendations 
for enhancing security. 

The Government CERT has been working on the development of cyber attack detection 
capabilities in state administration for a long time. The basic point of this effort is the program 
of deploying network probes to key state authorities. Network probes obtain and store 
descriptive traffic data, providing material for incident analysis and investigation. They also 
allow extensive automation and recognition of harmful and dangerous activities. 
The implementation of this project is anticipated in 2017. 

The ability to efficiently exploit open information sources is gaining increasing attention 
globally. In this respect, the Government CERT is building up the basic capacities and 
combining its efforts with the OKBP (department of cyber security policies). Thanks to this 
information, several attacks planned by different groups on CII/IIS systems were prevented. 

  

                                                           

12 More in Chapter 4.12 



         

www.ncsc.cz 44 

The development of Government CERT capacities also took place at the level of deepening the 
technical expertise of Government CERT specialists in 2016. Employees receive regular 
training and successfully pass the appropriate certification exams. Employee qualifications are 
also developed through participation in international cyber security exercises, which also 
provide valuable experience. 

7.1 The most important incidents investigated by GovCERT.CZ in 2016 
In 2016, GovCERT.CZ employees received a total of 298 relevant reports of cyber security 
incidents from both Czech and foreign partners. These reports were further evaluated in 
relation to the scope of the GovCERT.CZ team and subsequently processed either by their own 
means, or handed over to the relevant entities. In the past year, 106 cyber security incidents 
falling within the scope of the Government CERT, i.e. CII, IIS and public administration, were 
evaluated, processed and resolved, from the received reports and proprietary information. 

In the context of incident management, the emphasis has always been on the immediate 
contacting of responsible persons of the affected institutions and entities, or tracing other 
potential victims and informing them of the possible risk. Based on the feedback from affected 
entities, we know that warnings from the Government CERT team helped to prevent cyber 
attacks. If the Government CERT was to receive feedback from all the entities that it sends 
warnings to, it would be able to evaluate the impact of its activities better. 

The first quarter of 2016 was characterized by numerous malware attacks, where the 
attackers targeted their victims using sophisticated fraudulent messages containing 
a malicious attachment or link to fraudulent websites. The primary targets were bank 
customers, government employees and other groups. 

In January, the most serious incident was the case of several stations at the headquarters 
of a top state administration institution, which were infected with TinyBanker malware.  

One of the most serious attacks in February includes the spreading of Dridex malware in CII, 
IIS and public administration systems. Dridex spread with a macro in MS Office documents, 
most often as an unsolicited email attachment. When the document was opened, a macro 
was launched, downloading the malware into the target device. Dridex aimed at gaining 
access to internet banking and creating fake payment orders. 

In March, in addition to the usual reports of fraudulent websites and other cases of malware 
spreading through attachments in unsolicited emails, there was an interesting case of an 
attempt to run malicious scripts in high UDP ports. The attempt was made on one of the state 
administration's routers. However, due to the absence of vulnerability in the targeted router, 
there was no damage. 
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In the second quarter of the year, GovCERT.CZ mostly dealt with phishing and DDoS attacks, 
which also targeted the websites of political subjects and public media, in addition to state 
institutions. 

In terms of the most significant incidents, April was characterized by phishing messages. 
For example, the CERT-EU sent information about the possible sending of a spear-phishing 
message containing a malicious attachment to the addresses of an unnamed state institution. 
However, the malicious emails were stopped by the antivirus protection on the email server, 
and the messages were therefore not delivered to the user mailboxes. An analysis showed 
that the attack could be part of a larger Advanced Persistent Threat (APT) international 
campaign. Subsequently, an inspection of similar targets that could have also been at risk was 
performed. 

In May, the most serious incident was a DDoS attack on the portal of an important state 
administration institution, where the unknown attackers succeeded in shutting down the 
portal for a short time. In this period, there was also an increase in the number of DDoS 
attempts by the Anonymous hacking movement, which subsequently resulted in a short 
shutdown of the services of various websites. 

In both the beginning and the rest of the summer, the trend from May continued. In June and 
July, the threats of DDoS attacks continued, particularly by hacking groups associated with the 
Anonymous movement. The beginning of the third quarter was also characterized by a series 
of incidents involving data leakage from databases of various websites and services, 
particularly private entities. The leaked records often included sensitive personal and login 
data of employees in public administration and institutions falling under the CII and IIS. 

In July, August and September, in addition to leaked data, there was also an increase in the 
incidence of extortion emails demanding a payment from the addresses in the virtual currency 
Bitcoin in exchange for not conducting a targeted DDoS attack or sensitive data exfiltration 
from the victim's system. These cases were dealt with in cooperation with the responsible 
departments of the Police of the Czech Republic. 

In terms of statistics, the last quarter of 2016 was characterized by extremes. The GovCERT.CZ 
team first encountered a sharp increase in incidents, and in the last months of the year there 
was a decrease in incidents. In terms of the categorization of incidents, it mostly encountered 
the spreading of ransomware and malware infections in general, as well as phishing and DDoS 
attacks. 

In October, this year's highest number of reported incidents was recorded, with a variety of 
different types of incidents. One of the most notable incidents was the reported case of 
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"techie talk", which is a form of social engineering in which an attacker tries to pose as another 
employee and deceive his victim as a financial institution to change his password. 

The end of the year confirmed the diversity of the types of incidents, and in November and 
December the government team addressed vulnerabilities, incidents of ransomware and 
single DDoS attacks on state administration institutions. 

In 2016, the national security team CSIRT.CZ dealt with a similar number of incidents in its 
sphere of activity as in the previous year. Its employees most often encountered the spreading 
of ransomware and phishing attacks. 

7.2 Statistical data on incidents 
The graphs capture the number of received reports, incidents and their classification in 2016. 

 

Graph 5: Number of incoming incident reports in individual months of 2016  
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Graph 6: Number of addressed incidents in individual months of 201613 

 

Graph 7: Classification of addressed incidents in 2016 

                                                           

13 The graph has the "Y" axis (number of incidents) given on a logarithmic scale 
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The category description is based on an incident report form14:  

• Offensive content (e.g. span, cyberbullying, inappropriate content) 
• Malicious content (e.g. virus, worm, Trojan horse, dialer, spyware) 
• Collection of information (e.g. scanning, sniffing, social engineering) 
• System intrusion attempt (e.g. attempted exploitation of vulnerability, asset 

compromise, "0-day" attack)  
• Intrusion (e.g. successful compromise of an application or user account) 
• Availability (e.g. disruption of availability due to a DoS/DDoS attack or sabotage) 
• Disruption of information security (e.g. unauthorized access or unauthorized change 

of information, etc.) 
• Fraud (e.g. phishing, unauthorized use of ICT - infringement of licensing rights, identity 

theft, etc.) 
• Administrative = this category is different from cyber incidents. An example of this is 

the court decision to shut down a system that is part of the CII/IIS 

7.3  Project Botnet Feed 
As part of its proactive activities, GovCERT.CZ uses several tools to analyse data from closed 
and publicly available sources that include system compromise indicators. The most important 
tool is Botnet Feed, which is developed by the GovCERT.CZ team in order to collect and process 
data on end stations connected to botnet networks. Data is obtained from secured 
management servers (C&C). The data source is Microsoft. 15  In 2016, the process of 
establishing cooperation with two new CERT/CSIRT security teams was underway, with the 
aim of expanding the set of data subscribers to the project. With the growing number of 
emerging security teams, we also expect an increase in data subscribers in the upcoming 
period. Most of the reports are for the commercial sphere (ISP/hosting service providers). 
Approximately 10 MB of reports are exported daily in a machine-readable format. From 
January to December 2016, approximately 114.5 million records of potential security threats 
in the Czech Republic were processed and evaluated. A total of 2,123 reports were sent to 
partners and institutions within the scope of GovCERT.CZ. 

The following graphs show a monthly overview of the number of processed records for 2016 
and the number of cyber incidents addressed by GovCERT.CZ employees within the proactive 
project Botnet Feed.  

 

                                                           

14 Available at: https://www.govcert.cz/cs/vladni-cert/hlaseni-incidentu/ 
15 GovCERT.CZ has so far received data on 14 botnets, including Bamital, Citadel, Conficker, Kelihos, Zeus, 
Simda, Ramnit, Dorkbot, and others. 
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Graph 8: Number of processed records for 2016 

 

Graph 9: Number of incidents in 2016 divided by months 
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ANNEXES 

Annex no. 1: Most common CII/IIS inspection results 
Information Security Management System (ISMS) 

a) Management support 

Top management support is absolutely crucial for proper cyber security management. 

b) Security policies 

A frequent audit finding was that the security policy of the audited entity: 

• Was not formally approved and effective - most of these cases were due to the lengthy 
process of approving internal documents and primarily concerned state administration 
bodies.   

• Was not complete in terms of the required content. 

• Was not managed - procedures and rules for document management are not specified. 

• Did not reflect the organization's needs - most often in cases where the documentation 
was created by a third party without adapting the context to the organization's needs. 

• Was not adhered to (most often non-compliance with policy rules, e.g. in the area of 
asset classification and asset manipulation). 

Asset management  

The most frequently identified weaknesses in asset management were: 

• Lack of required asset management methodologies and related documentation. 

• Insufficient identification and classification of assets. 

Risk management 

The most frequently identified weaknesses in risk management were: 

• Lack of required risk management methodologies and related documentation. 

• Inconsistent risk management process within the organization (e.g. risks are often 
managed only in accordance with the Financial Control Act, or are managed separately 
at the level of individual organizational units). 
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• Lack of required Statement of Applicability (SoA) and Risk Treatment Plan (RTP). 

• Lack of interdependence of risk analysis, SoA and RTP. 

Organizational security 

• Inappropriate inclusion of security roles in the organizational structure, insufficient 
decision-making powers and competency of security roles.  

• Persons in individual security roles are not sufficiently competent.  

• Cyber security manager without sufficient knowledge of the organization's 
environment. 

Application security 

• There is no vulnerability testing of applications that are accessible from outside the 
network (before their deployment and after changes). 

Supplier management 

The most common weaknesses in supplier management are: 

• Contractual relationships that do not respect the legal requirements applicable to the 
service provided. 

• Access control permissions for suppliers. 

• Service provider user account management with privileged authorization. 

Cyber security audit 

• The required cyber security audits are not performed. 

User identity authentication 

• Insufficiencies in the user account management process (e.g. empowerment 
management in relation to employees' lifecycle). 

• Third party identity management. 

• Failure to meet password strength requirements. 
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Activity continuity management 

• Non-existent continuity management plans and their incompleteness.  

• Lack of emergency plan testing. 

Physical security 

• Insufficient measures to prevent unauthorized access to designated areas or to avoid 
damage to technology in designated areas. 

 

Graf 10: Inconsistency in individual areas 
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Annex no. 2: List of used abbreviations and terms 

APT – Advanced persistent threat 

CBMs – Confidence Building Measures  

CCDCoE – Cooperative Cyber Defence Centre of Excellence 

CECSP – Central European Cyber Security Platform 

CERT – Computer Emergency Response Team 

CESNET – an association founded in 1996 by Czech public universities and the Academy 
of Sciences of the Czech Republic 

CII – critical information infrastructure 

CIRC MO – Computer Incident Response Capability, cyber defence centre of the Ministry 
of Defence 

CSIRT – Computer Security Incident Response Team  

CSA – Act no. 181/2014 Coll. on Cyber Security and Amendments to Related Acts 

CSIRT-MU – security team for the supervision of the network of Masaryk University in Brno 

CYBERCRIME – a specific type of crime committed through computing and communication 
technology 

CZ.NIC – an interest association of legal entities founded in 1998 by leading Internet service 
providers; its main activity is the operation of a domain register 

DEFACEMENT – penetrating the opponent's web server and replacing his website with content 
created by the attacker; the attacker seeks media publicity and his psychological strength 
is based on creating a feeling of danger and distrust in the affected party's own information 
systems, as well as the presentation of the attacker's ideology or attitudes. 

DoS/DDoS – Denial of Service and Distributed Denial of Service. 

EDA – European Defence Agency  

ENISA – European Union Agency for Network and Information Security  

EU – European Union 

FIRST – Forum for Incident Response and Security Teams 
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FSS MU – Faculty of Social Studies, Masaryk University in Brno  

GFCE – Global Forum on Cyber Expertise 

GovCERT.CZ – the Government CERT serving as a coordinating site for immediate response to 
cyber security incidents; it is an organizational component of the National Security Authority, 
or a specialized department of the National Cyber Security Centre 

Honeypot – bait for attackers. After potentially malicious software is caught, it is automatically 
analysed 

ICS – Industrial Control System is a system for the management of technological units; 
an example is SCADA 

IIS – Important information system 

IROP – Integrated Regional Operational Program (10th call) 

MALWARE – a computer program designed to penetrate or damage a computer system 

MF – Ministry of Finance 

MO – Ministry of Defence 

MPO – Ministry of Industry and Trade 

MSp – Ministry of Justice 

MŠMT – Ministry of Education, Youth and Sports 

MV – Ministry of the Interior 

MZV – Ministry of Foreign Affairs 

NATO – North Atlantic Treaty Organization  

NIS – Directive on security of network and information systems 

NCSC – National Cyber Security Centre 

NCSS – National Cyber Security Strategy 

NSA – National Security Authority 

OBSE – Organization for Security and Cooperation in Europe 

OECD – Organisation for Economic Co-operation and Development 

OKBP – Department of Cyber Security Policies 
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OTPVV – Department of Theoretical Support, Education and Research 

PČR – Police of the Czech Republic 

PHISHING – a fraudulent method of stealing vulnerable user data in order to abuse them, 
usually by creating a fraudulent message distributed by email, which attempts to retrieve 
sensitive user information; the messages may be masked to mimic a trusted sender. 

SABU – Sharing and analysis of security incidents of the SCADA system (Supervisory Control 
and Data Acquisition) – a computer system for dispatch management and collection of data. 
These may be industrial control systems or computer systems for monitoring and managing 
processes; processes may be industrial (e.g. power generation), infrastructural (e.g. drinking 
water distribution) or relating to facilities (e.g. railway station). 

TABLE-TOP – exercises designed to test the theoretical abilities of those participating in the 
exercise to respond to a crisis situation; the advantage of this kind of exercise is the ability to 
test any hypothetical situation without the risk of damage and other consequences. 
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Annex no. 3: Report on the implementation of the Action Plan to the 

National Cyber Security Strategy of the Czech Republic for the period 

of 2015 to 2020.16 
Inserted as an annex in a separate document. 

 

 

 

 

                                                           

16 This report reflects the status of the implementation of the task of the Action Plan of the National Cyber 
Security Strategy of the Czech Republic for the period of 2015 to 2020, with a deadline till the fourth quarter of 
2016, and the tasks to be performed gradually. 
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