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 Ensuring cyber security is one of the key challenges of the state and the overlap with 

other security domains is undeniable. Given the rising dependency of the state and the 

citizens on information and communication technologies, the state has to develop ability to 

protect the cyber domain in order to maintain safety of the Czech Republic and the right 

of individuals to informational self-determination. 

 The year 2014 showed great dynamics with regard to ensuring cyber security of the 

Czech Republic. The Czech Republic continued to build cyber security capabilities along with 

the institutional and legal anchoring of the National Security Authority as the national 

coordinator of cyber activities. This process has resulted, in particular, in the opening of the 

National Cyber Security Centre (hereinafter „NCSC“), the adoption of the Act no. 181/2014, 

on Cyber Security (hereinafter “Cyber Security Act”) and of implementing legislation. 

International cooperation has been reinforced, with the National Security Authority 

(hereinafter „NSA“) participating in international exercises focusing on both technical and 

nontechnical aspects of cyber security. In 2014, too, NSA organized the first national cyber 

security exercise and participated in raising public awareness on the topic. 

The Report on the State of Cyber Security in the Czech Republic in 2014 (hereinafter 

„Report“) is being submitted based on the Government Decision n° 364 of 23 May 2012, 

approving the Cyber Security Strategy 2012-2015 and its Action Plan. The Report gives an 

overview of cyber security related achievements in the Czech Republic in respect of 8 areas. 

  



         

  

The areas are the following: 

 Building of NCSC / GovCERT.CZ
1

  

 Development of cyber security related legislation 

 Elaboration of strategic policy documents for cyber security of the Czech Republic 

 Information systems important for the state and communication with entities operating 
critical information infrastructure (CII) and important information systems (IIS) 

 International cooperation 

 National cooperation 

 Awareness raising and education 

 GovCERT activities and monitoring of current trends in cyber security 

The main goal of this Report is to provide comprehensive information about the state’s 
activities in ensuring cyber security of the Czech Republic. 

 

                                                           
1 GovCERT.CZ – the Government CERT – Computer Emergency Response Team, appointed by the government 
to react to cyber security incidents, part of the National Security Authority’s specialized body, the National 
Cyber Security Centre 



         

  

 

 The origins of NCSC can be traced to late 2011 when the Czech Government adopted 

the Decision no. 781 tasking NSA with creation of NCSC. Many steps have been taken since 

with the aim to ensure NCSC’s full operational capacity, from the handover of competence 

for cyber security to NSA by the Ministry of Interior, through forging new partnerships with 

foreign counterparts and building of a new facility fitted with technical equipment necessary 

for NCSC operations, to recruitment of new staff and other necessary administrative 

measures. 

 In terms of organization, NCSC forms part of the Department of Cyber Security of NSA 

and is divided into two units – GovCERT.CZ and the Unit for Theoretical Support, Education 

and Research (or Strategy and Policy Unit, hereinafter “SPU”). While GovCERT.CZ comprises 

IT specialists focused on the technical dimension of cyber security including handling 

of cyber security incidents reported by operators of information and communication 

systems important for the state, malware analysis, collection and assessment of information 

on cyber-attacks and threats etc., SPU is responsible for development of national strategies, 

cyber security policies, coordination with the Czech security community, fulfilment 

of international commitments and cooperation in the field of cyber security. The latter 

is also responsible for identification of the state’s critical information infrastructure (CII) and 

communication between NSA and the CII and IIS statutory administrators. SPU also provides 

necessary legal and administrative support to GovCERT.CZ, develops education policies in 

the cyber security field and will in future coordinate cyber security related research at the 

national level. 

 The new NCSC facility housing GovCERT.CZ and SPU was officially open on 13 May 

2014 in presence of the Czech Republic’s Prime Minister, Mr Bohuslav Sobotka, NATO 

Assistant Secretary General for Emerging Security Challenges, Mr Sorin Ducaru, the 

European Union Agency for Network and Information Security (ENISA) Executive Director, 

Mr Udo Helmbrecht, representatives of the Czech security community and other 

distinguished guests of various affiliations not exclusive to cyber security. 

 



         

  

 

 The year 2014 marked many important milestones in development of cyber security 

related legislation. The most significant was the adoption of the Cyber Security Act (Act 

no. 181/2014) and implementing legislation. The Government Decision no. 781 of 

19 October 2014 tasked NSA with preparation of the law. The lack of similar legislation in the 

Czech legal order or those of our foreign partners has led to creation of a unique concept 

focused on setting up a system of coordination and cooperation among the most important 

cyber security stakeholders, and on introduction of security measures for protection of 

information and communication systems of state significance. 

 Along with the Cyber Security Act, implementing legislation was drafted and adopted, 

namely Regulation no. 316/2014 on Security Measures, Cyber Security Incidents, Reactive 

Measures and Reporting Guidelines in the Area of Cyber Security; Regulation no. 317/2014 

on Important Information Systems and Their Identification Criteria, drafted jointly with the 

Ministry of Interior; and the amendment of Government Decision no. 432/2010 

of 22 December 2010 on Identification Criteria of Critical Infrastructure, prepared by the 

Ministry of Interior. 

 

 The draft law prepared in cooperation with academia, the private sector and other 

state institutions was adopted by the Government on 2 January 2014 and had by the end of 

June 2014 passed all readings at the Chamber of Deputies. The deputies brought some 

amendments to the draft, yet the original concept had been preserved. It was approved by 

the Senate on 23 July 2014 and signed into law by the President of the Republic. The Cyber 

Security Act came into force on 1st January 2015. 



         

  

 

The act is based on three pillars with the following focus: 

(i) introduction of preventive security measures for CII and IIS, 

(ii) creation of a reporting system for cyber security incidents and for 

information exchange among main subjects of cyber security in the Czech 

Republic 

(iii) establishment of NSA’s authority in cyber security, including  the authority to 

enact measures in reaction to specific security incidents. The act also 

provides for functioning of GovCERT.CZ and National CERT. 

 

 Regulation no. 316/2014, on Security Measures, Cyber Security Incidents, Reactive 

Measures and Reporting Guidelines in the Area of Cyber Security is an implementing 

legislative act focused mostly on duties arising from the Cyber Security Act. It defines 

technical and organizational measures to be introduced by the CII and IIS subjects.  

 The draft of the Regulation went through a two-round review procedure in order to 

stimulate the broadest possible discussion and optimization of impacts on public and private 

entities in the Czech Republic. 

 On 21 February 2014 the draft was published on NSA website with a call for 

comments from the expert community. NSA received about 300 comments that were 

subsequently discussed at a public hearing on 11 April 2014. Once all the comments had 

been settled and incorporated, the draft was passed on for inter-departmental review until 

21 August 2014. The comments received were again settled at a dedicated hearing on 

18 September 2014. 

 After the accepted comments had been incorporated, the draft was sent to the 

Legislative Council of the Government. On 24 November 2014, the draft was debated in the 

Working Committee of the Legislative Council of the Government for Administrative Law. 

Most of those comments related to legislative techniques and did not change the 

fundamentals of the draft. 



         

  

 

 Regulation no. 317/2014, on Important Information Systems and Their Identification 

Criteria was prepared jointly by NSA and the Ministry of Interior. The draft Regulation was 

drawn up in the first half of 2014 and after the reciprocal settlement of comments 

in September 2014 it was sent for inter-departmental review. The authors received 

comments from 26 entities. The comments dealt mostly with the inclusion of some systems 

into the Annex no. 1 of the Regulation listing the IIS, or focused on the extent of IIS 

identification criteria and other legislative and technical aspects of the norm. The comments 

were settled at meetings held on 6 and 7 November of 2014. On 20 November 2014, the 

Regulation was passed on to the Working Committee of the Legislative Council of the 

Government for Administrative Law for discussion. Both regulations were approved on 

15 December 2014 and came into force on 1st January 2015. 

 

 NSA took part in the drafting of Government Decree no. 315/2014 amending Decree 

no. 432/2010, on Identification Criteria of Critical Infrastructure, in the area of cyber 

security. Information and communication systems have to fulfil both impact and sectorial 

criteria in order to be identified as CII. This amendment prepared by the Ministry of Interior 

came into force along with the Cyber Security Act on 1st January 2015. 

 



         

  

 

 With regard to elaboration of cyber security conceptual documents, two main 

achievements should be noted, the new National Strategy of Cyber Security of the Czech 

Republic and the related Action Plan that further elaborates the Strategy, specifies individual 

tasks and assigns them to responsible subjects. Upon NSA’s initiative, the Security Strategy 

of the Czech Republic has been updated in order to better reflect the changes of the security 

paradigm in bordering regions, the strengthening of the role of non-state actors, and the 

changing nature of threats, including  cyber ones. Among other, NSA also fulfilled the role of 

the national cyber security coordinator by providing opinions and comments on various 

policy proposals regarding the CS, or commenting on legislation with possible cyber security 

related impact. 

 

 The increase in cyber-attacks and growing dependency on ICT technologies increases 

also the threat to the security interests of the Czech Republic. For this reason and in 

agreement with other partners and state institutions, the debate had been initiated about 

updating the Security Strategy of the Czech Republic. NSA as the cyber security coordinator 

suggested an update of relevant parts that reflected the current changes in the security 

environment and emphasized the necessity of establishing a solid cyber security system. 

The Security Strategy of the Czech Republic was discussed in the Committee for 

Coordination of the Foreign and Security Policy of the National Security Council on 

21 November 2014, and was finally approved by the National Security Council on 

22 December 2014. 

 



         

  

 

 In 2011, NSA followed up on the work of its predecessor (Ministry of Interior) 

and brought minor amendments to the then cyber security strategy. These resulted into the 

Cyber Security Strategy 2012 - 2015. Since then, two important milestones set out in that 

Strategy have been achieved: 

 adoption of the Cyber Security Act, 

 opening of the National Cyber Security Centre including a fully operational GovCERT.CZ 

for handling of cyber security incidents. 

 Other goals set out in the Strategy could also be considered to have been achieved 

and the decision to prepare a new cyber security strategy was therefore made.
2

 

 In light of the upcoming completion date of the former strategy, in compliance with 

its role of the national cyber security authority and in collaboration with its partners, NSA 

undertook to elaborate a new Cyber Security Strategy 2015- 2020 (hereinafter the 

„Strategy“). The proposal went through the inter-departmental review during August and 

September 2014. All comments were successfully settled and the Strategy was approved by 

the State Security Council on 22 December 2014. The new Strategy represents a turning 

point in the perception of cyber security. In comparison to its predecessor, the Strategy 

moves from building of elementary capabilities necessary for provision of a basic level of 

cyber security towards more advanced and complex means of ensuring the latter. 

 In terms of structure, the Strategy first introduces the Czech vision for cyber security 

reaching beyond the prescript timeframe (2015 – 2020), then defines the basic principles 

followed by the state in securing cyber security in the Czech Republic. This general part is 

followed by a chapter on specific challenges in the cyber security field both for the Czech 

Republic and the international environment of which the former is a part. 

                                                           
2 An evaluation of the National Cyber Security Strategy 2012-2015 is available at the NCSC website (in Czech): 
http://www.govcert.cz/cs/informacni-servis/strategie-a-akcni-plan/. 

http://www.govcert.cz/cs/informacni-servis/strategie-a-akcni-plan/


         

  

Eventually, main strategic objectives are presented in order to meet the identified 
challenges: 

A. Ensuring efficiency and strengthening of all structures, processes 

and cooperation 

B. Active international cooperation 

C. Securing the national CII and IIS 

D. Cooperation with private sector 

E. Research & development / building consumers trust 

F. Support to development of the capabilities of the Police to 

investigate and prosecute cyber crime 

G. Further development of legislation in the cyber security field 

(creation of a legal framework) – harmonization with the 

international legal framework and participation in the 

development of European and international legislation 

 The above objectives have informed the Action Plan for the National Cyber Security 

Strategy of the Czech Republic for the Period from 2015 to 2020 („Action Plan“) that sets out 

specific responsibilities, tasks, as well as deadlines for their accomplishment and control 

mechanisms. At the time of drafting of this report, consultations with partner authorities, 

institutions and the expert public were already under way in order to finalize the Action 

Plan. Its adoption by the Government is envisaged for the second quarter of 2015. 

 After the adoption of the Action Plan, NSA and its NCSC department will continuously 

monitor, discuss and evaluate the fulfilment of the respective tasks in cooperation with 

relevant stakeholders. The Government will be updated on the state of implementation in 

the Reports on the State of cyber security in the Czech Republic. 

 



         

  

 

 The year 2014 marked the end of the mapping process regarding the information and 

communication systems of state significance, both public and private. The mapping served 

mainly as a foundation for creation of cyber security legislation, while its results in the final 

stages served as a basis for a proper identification of CII and IIS identification criteria. 

Throughout the mapping more than 90 subjects had been contacted and over 800 

information systems identified and subsequently evaluated in terms of importance for the 

functioning of the state. 

 In the framework of the mapping process, projects with selected subjects had been 

initiated that aimed at improving the level of security of their respective information 

systems. These projects continued also in 2014. 

 Based on the outcomes of the mapping exercise, communication began with subjects 

that would soon become CII or IIS statutory administrators under the Cyber Security Act. 

The aim was primarily to define the subjects’ procedures and particular information systems 

that would qualify as parts of CII or IIS, and preparation for the obligations derived from the 

Cyber Security Act. 

 Considerable effort was dedicated to providing information on the adopted 

legislation’s impact including consequences of the standardized cooperation in the cyber 

security field. For this purpose, members of NCSC organized and actively participated in 

a number of conferences on the Cyber Security Act and implementing legislation, cyber 

security conferences, expert seminars etc.
3

 Finally, awareness raising was carried out on 

a bilateral basis in negotiations with respective entities that administer information or 

communication systems important for the state. 

 

                                                           
3 See chapter 7 



         

  

 

 As in previous years, in 2014 NSA continued to carry out bilateral and multilateral 

international cooperation. 

 

 Even in 2014, NSA’s main topic at the European level was information and network 

safety. The Directive on network and information security
4

 (hereinafter „NIS Directive“) 

was introduced by the European Commission on 7 February 2013 in connection with the 

joint communication of the European Commission and the High Representative of the Union 

for Foreign Affairs and Security Policy on the EU’s Cyber Security Strategy. 

 From the very beginning, NSA has proactively participated in the negotiations taking 

place in the Working Group on Telecommunications and the Information Society of the 

Council. The directive was intensely debated in 2014; a consensus, however, has not been 

reached, and further negotiations will therefore take place in 2015. For this purpose, from 

mid-October 2014 a so-called informal trilogue with the European Parliament was set up, 

with its main goal to unite the opinions of European Parliament and the Council.
5

 NSA’s aim 

is to promote the position of the Czech Republic which consists mainly of focusing on CII 

protection and preventing a significant expansion of the Directive’s impact on private 

entities. 

 In order to prepare instructions for the above-mentioned working group 

negotiations, NSA has established a departmental coordination group at the end of 2013 

to facilitate cooperation with other relevant bodies. This departmental coordination group 

has actively engaged in discussing the NIS directive, as well as other documents and 

regulations. The group contributed to the opening of communication channels between NSA 

and other governmental bodies.  

  

 The European Agency for Network and Information Security (hereinafter "ENISA") 

is tasked with providing advice to the European Commission and the EU Member States on 

                                                           
4 Proposal for a Directive of the European Parliament and of the Council concerning measures to ensure a high 
common level of network and information security across the Union. 
5 The European Parliament adopted a position in the first reading on 13 March 2014. The Council has not 
agreed on a common position during this reading. 



         

  

development and implementation of cyber security related policies, coordination 

of measures to secure their networks and information systems, building of CERT capabilities 

in the individual Member States through organization of courses and training events, and to 

run a world-wide database on national cyber security strategies. Finally, ENISA organizes one 

of the largest pan-European cyber security exercises Cyber Europe.
6

 

 The Czech Republic participates in ENISA’s formal and informal meetings. Two NSA 

representatives are members of the Board of Directors7 where they are responsible for 

approval of the work plan and budget. In autumn 2014, an NCSC employee was invited to 

become member of a small ENISA working group created to promulgate the crafting and 

implementation of national cyber security strategies. He will along with other experts take 

part in consultations and preparation of methodical and support materials for development 

of strategic cyber security documents. 

 The Czech Republic actively cooperates with and benefits from ENISA’s support 

to build its cyber security capabilities. Besides participation in the above mentioned Cyber 

Europe exercise, representatives of the Czech GovCERT.CZ along with representatives of the 

Police of the Czech Republic („Police“) attended an ENISA course held at NCSC headquarters, 

concerning CII and handling cyber security incidents targeting mobile devices. 

 

 On 14 March 2012, NSA director and NATO representatives signed a Memorandum 

of Understanding concerning cyber defence. Given the changing security paradigm, work has 

begun on a harmonized version of the Memorandum that specifies the conditions 

of cooperation within the allied cyber defence framework. 

 

                                                           
6 See Annex no. 1. 
7 The positions are Management Board Member and Alternate Management Board Member. 



         

  

 

 Cyber security topics are also discussed within the Organization for Security and 

Co-operation in Europe (hereinafter „OSCE“). Specifically, the OSCE Participating States 

decided to strengthen the effort in dealing with security and use of information and 

communication technologies through the Decision of the Permanent Council no. 1039 of 26 

April 2012, in line with all OSCE commitments and in cooperation with relevant international 

organizations. The first set of so-called Confidence Building measures (hereinafter „CBMs“)  

was thus developed to build trust in cyber-space with the aim  of strengthening international 

cooperation, transparency, predictability and stability as well as limiting the risks of 

misunderstanding, escalation and creation of conflict that could stem from the use of 

information and communication technologies. 

 The Czech Republic supports development of cyber CBMs as a prerequisite for 

formalization of relations between states, mostly through active implementation of the first 

set of cyber CBMs and through active participation in discussion about the second set 

of such measures. Taking into account the cooperative nature of the second CMBs set, the 

Czech Republic prefers a solution built on voluntary basis, mutual trust and cooperation 

between states.  

 The Czech Republic was among the first OSCE Participating States to share relevant 

information pursuant to respective cyber CBMs through the regularly updated POLIS OSCE 

system. An NSA representative (so-called capital-level expert) held a presentation at two of 

the three meetings of the Informal Working group 1039 on implementation of the cyber 

CBMs. He presented both the current state of implementation of the cyber CBMs in the 

Czech Republic and the state of cyber security in general along with documents related to 

the strategic, legislative and organizational framework of cyber security. 

   

 Czech Republic has achieved a major success in the field of increasing security and 

resiliency of CII through cooperation of regional CERTs when the Central European Cyber 

Security Platform, or CECSP, was founded in May 2013 out of Czech and Austrian initiative. 

 In April 2014, under the Austrian presidency, third strategic-level meeting took place 

to assess the progress in cooperation in the cyber security area. The priority of this meeting 

was adoption of the CECSP Working Plan for next three years and agreement on rules and 

principles of cooperation within the platform. In December 2014, a technical-level meeting 



         

  

took place and the presidency was handed over to Hungary. At that last meeting, a shared 

mailing list
8

 was established, a shared-access documents directory set up and work began 

on a „CECSP contact list“. The partners confirmed the intention to seek common positions 

on cyber issues and discussed the results and benefits of their first joint cyber exercise that 

took place in June 2014 under the Hungarian presidency. Last but not least, the type and 

date of the next CECSP exercise
9

 were discussed. 

 

 In June, NSA launched cooperation with the Italian Dipartimento delle Informazioni 

per la Sicurezza, in October with the EC3 Europol Unit and in November with the Romanian 

national supervisory authority CERT-RO. The year 2014 was also in the spirit of 

intensification of relationships with the existing partner authorities, mainly from Slovakia, 

Austria, Hungary, Poland, Germany, France, South Korea, the United States and Israel. With 

Slovak CSIRT.SK, for instance, security tools developed by the respective teams have been 

exchanged. 

 With regard to the United States, cooperation with the Department of Homeland 

Security has been strengthened and the Czech NSA has been offered access to a DHS non-

public portal and the possibility to attend courses on industrial control systems. 

Collaboration has also deepened with the Federal Bureau of Investigation which organized 

training for NSA staff. 

 Cyber security was one of the topics discussed at the joint session of the 

Governments of the Czech Republic and Israel that took place in November in Jerusalem. 

A joint declaration on cooperation in the field of cyber security was signed during those 

consultations by NSA deputy director on behalf of the Czech Government. 

The cooperation involves: 

 sharing of information and best practises in the area of cyber security, as well 

as other cyber security related topics,  

 raising of the overall cyber resilience and preparedness to face internet threats 

through information sharing, exchange of experience and cooperation 

in professional training including joint cyber security exercises, 

                                                           
8 Mailing list –shared list of names and contact details of designated points of contact. 
9 See Annex no. 1. 



         

  

 sharing of relevant information on  R&D projects in the cyber security field, 

 creation of a secure communication channel for sharing information on cyber 

security threats and events.
10

 

 Cooperation in the field of cyber security was also the subject matter of the 

negotiations of NSA director Mr Navrátil with the EU commissioner for Digital Agenda Neelie 

Kroes, the UK cabinet minister Francis Maude and the coordinator of the US Department of 

State Christopher Painter. 

 Within the framework of cooperation between the Czech Republic and the NATO 

Cooperative Cyber Defence Centre of Excellence (CCDCOE), whose mission is to contribute 

to increasing the level of cyber defence and improving cooperation and information sharing 

between NATO and Member States, NSA seconded, in January 2014, one worker to the 

CCDCOE Law and Policy Branch as a voluntary national contribution. 

 Later in June 2014, the Czech Republic officially adhered, through NSA, to the 

CCDCOE upon signing the Notices of Joining. Joining activities of this institution based in 

Tallinn, Estonia, will allow the Czech Republic to take part in and benefit from the CCDCOE 

research and education projects. One example for all may be the free training of national 

experts that 6 GovCERT.CZ experts attended in 2014. The training focused on malware 

analysis, security monitoring, forensic activities and advanced network threats analysis. 

 In addition, two SPU staff attended a week-long course on application 

of international law in cyber operations. 

 

                                                           
10 Press release (in Czech): http://www.GovCERT.CZ/cs/informacni-servis/akce-a-udalosti/cr-a-izrael-
podepsaly-prohlaseni-o-spolupraci-v-oblasti-kyberneticke-bezpecnosti/.  

http://www.govcert.cz/cs/informacni-servis/akce-a-udalosti/cr-a-izrael-podepsaly-prohlaseni-o-spolupraci-v-oblasti-kyberneticke-bezpecnosti/#_blank
http://www.govcert.cz/cs/informacni-servis/akce-a-udalosti/cr-a-izrael-podepsaly-prohlaseni-o-spolupraci-v-oblasti-kyberneticke-bezpecnosti/#_blank


         

  

 

 In August 2014, GovCERT.CZ became an accredited member of the European Trusted 

Introducer
11

 Association (hereinafter „TI“). The association operates within the European 

organization TERENA, bringing together European security teams from the governmental, 

national and commercial sectors (e.g. banking industry, internet providers, hardware 

manufacturers etc.) or universities.  The GovCERT.CZ accession to the TI accredited teams 

represents a further step towards a closer cooperation with the worldwide infrastructure 

of CERT and CSIRT security teams and carries with it an increased prestige at the 

international scene. It is a paid membership that among other brings the possibility to attend 

closed TF-CSIRT (Task Force CSIRT) meetings, access to a closed and encrypted mailing list 

and other information and contacts in the European partner countries. The membership also 

brings the benefits of the “out-of-band” warning
12

 in case of more serious or global threat, 

access to a professional forum and generally better recognition by other teams. 

NCSC staff also attended many conferences and courses abroad.
13

 

 

 In 2014, NSA participated in a total of six exercises - Cyber Europe, Locked Shields, 

CECSP 2014 Exercise, Cyber Czech,
14

 EU-Multi Layer and Cyber Coalition. NSA was also due to 

participate in the Crisis Management Exercise 2014 until the North Atlantic Council decided 

to  re-schedule it to 2015. The Czech Republic regularly achieves above-average scores in 

these exercises. Further information on respective exercises can be found in the Annex to 

this Report. 

 

                                                           
11 Odkaz:http://www.GovCERT.CZ/cs/informacni-servis/akce-a-udalosti/govcertcz-se-stal-akreditovanym-
clenem-evropskeho-sdruzeni-trusted-introducer/.  
12 Způsob výměny informací mezi členy prostřednictvím systémů nezávislých na internetu, např. použitím 
klasických telefonních linek či mobilní komunikace. 
13 See chapter 7.2. 
14 See chapter 6.7. 

http://www.govcert.cz/cs/informacni-servis/akce-a-udalosti/govcertcz-se-stal-akreditovanym-clenem-evropskeho-sdruzeni-trusted-introducer/#_blank
http://www.govcert.cz/cs/informacni-servis/akce-a-udalosti/govcertcz-se-stal-akreditovanym-clenem-evropskeho-sdruzeni-trusted-introducer/#_blank


         

  

 

 Ensuring cyber security also requires a broad cooperation at the national level, 

„national“ meaning an active cooperation of public and private actors and the civil society. 

  

 The year 2014 saw continuation of cooperation between GovCERT.CZ and CSIRT.CZ 

and its transition from the initial consultative nature to the practical hands-on handling of 

cyber incidents. CSIRT.CZ has not only cooperated on handling of attacks on information 

infrastructure, but also contributed during the consultation process concerning the Cyber 

Security Act and implementing legislation. GovCERT.CZ in collaboration with the CZ.NIC’s 

laboratories undertook scanning of Czech websites for the Heartbleed vulnerability. 

The cooperation has proven useful also during this year’s Cyber Europe exercise, where the 

two teams jointly solved various technical tasks. The CSIRT.CZ experts also extensively 

contributed to development of scenarios for the first national cyber security exercise
15

 

organized by NSA. 

 

 Other CSIRT teams that GovCERT.CZ maintains a close cooperation with include the 

Masaryk’s University CSIRT (hereinafter „CSIRT-MU“), a top level European establishment. 

Cooperation with CSIRT-MU is mostly of technical nature. The theoretical support was 

complemented as in the previous year by internships at the CSIRT-MU; two GovCERT.CZ staff 

took part in 2014. Equally interesting is the involvement of the GovCERT.CZ members in the 

Cyber Range project, the aim of which is to research, develop and compose a unique 

environment designated for threat analysis related to CII, and for R&D of methods of CII 

protection against cyber-attacks.  They were also involved in the Czech Cybercrime Centre of 

Excellence project that aims at creating a quality training centre for courses and education in 

the field of prevention and elimination of cyber criminality.  

 

 Police and Intelligence Services are also relevant partners in handling cyber security 

incidents. The cooperation mostly takes form of information exchange regarding ongoing or 

already resolved cyber security incidents and mutual exchange of experience and know-how. 

                                                           
15 See chapter 6.7. 



         

  

 An important 2014 milestone was the decision of the Police President to set up 

a national unit to fight cybercrime. NSA welcomes the initiative and has promised assistance 

in setting up the new unit and further cooperation in capacity building of the Police to fight 

cybercrime.  

 The mutual relations are further strengthened by regular participation of the Police 

and Intelligence Services representatives in cyber security exercises. 

  

 GovCERT.CZ continues to closely cooperate with the CIRC Centre that constitutes 

the main component of the cyber security capabilities of the Czech Ministry of Defence 

(hereinafter “MoD”). Apart from the exchange of experience and information about cyber 

security incidents, the two institutions participate together in cyber exercises, particularly 

the Cyber Coalition, where they partner in solving scenarios and together represent the 

Czech Republic.
16

  

 Based on the experience gained through mutual communication and coordination 

of the two teams, preparatory works on an Executive Agreement on Mutual Support in the 

Field of Cyber Security between NSA and MoD began in 2014. The agreement will ensure 

a fast operative collaboration of the technical teams in handling cyber security events and 

incidents. 

 Cooperation between NSA and the MoD has also been established at the strategic 

level. NSA as the national cyber security authority consults with the MoD technical, 

legislative and conceptual possibilities of cyber defence and discusses the options for 

building the Army’s cyber capabilities. 

 

 NSA/NCSC has established and continues to maintain relationships with the Czech 

academia through cooperation agreements. As of the end of 2014, agreements have been 

signed with the following academic institutions: Masaryk University, Brno University 

of Technology, University of Defence, Czech Technical University in Prague, Palacký 

University Olomouc and CEVRO Institute. 

                                                           
16 See Annex no. 1 



         

  

 Prominent cooperation takes place with Masaryk University in Brno. According to the 

2014 agreement, NCSC employees will give lectures in the framework of the Security and 

strategic studies degree programme of the Faculty of Social Studies. They will also provide 

consultations on diploma thesis related to cyber security topics.    

 In 2014, NSA also partnered with Palacký University Olomouc and joined the 

preparations of a course introducing students to cyber security. To this end, NSA employees 

have had the opportunity to participate in the creation of the course syllabus in autumn 

2014 and they will later join the teaching as well. 

 

 A key NCSC partner is Microsoft, particularly in the area of botnet analysis, 

information on IP addresses and malware infected computers. NCSC acquires a unique set of 

data from the company for further processing. This analysis and evaluation helps to increase 

the overall level of cyber security in the Czech Republic.  

 By intermediary of the Czech Banking Association, NCSC cooperates with banks 

interested in raising the protection of their computer infrastructure. Namely banks often 

become targets of the cyber-attacks.   

 GovCERT.CZ also cooperates with the members of so-called Secure VLAN, or FENIX. 

This project should mitigate the impacts of massive DDoD attacks similar to those 

experienced by the Czech Republic in March 2013. The project runs under the auspices of 

the national peering centre NIX.CZ and with the involvement of major telecommunication 

companies. 

  



         

  

 Besides the above mentioned partners, NCSC cooperates at the national level with 

the Association of Regions of the Czech Republic, the Region of Vysočina, the Armed Forces 

Communications Electronics Association (AFCEA), and the National Centre for Safer 

Internet.
17

  

  

 In October 2014, NCSC organized the first national cyber security exercise, CYBER 

CZECH 2014. It was a non-technical, table-top
18

 exercise, designed to practice, through a 

group discussion, the ability to cooperate in managing cyber security incidents and to verify 

the communication channels used in such cooperation. The all-day exercise was attended by 

representatives of the ministries of transport; finance; defence; industry and trade; interior; 

foreign affairs; labour and social affairs; justice; environment; education, youth and sports; 

and representatives of the Office for Personal Data Protection, the Czech 

Telecommunication Bureau, Czech National Bank, the Office of the Government and the 

National Registers Authority. In two simulated scenarios all present trainees acted as the 

security director and IT security managers of a fictitious ministry and their reactions to large-

scale DDoS attacks against their website and a spear-phishing campaign aimed at their 

employees were tested. 

 The group of sixteen participants was supplemented by a 12 member expert jury, 

composed of representatives of the CSIRT.CZ and CSIRT-MU security teams, the internet 

provider Active 24, the Supreme Public Prosecutor’s Office, Police, Intelligence Services, 

Masaryk University ICT law experts and NSA itself. The jury’s task was to evaluate and 

comment on the trainees’ responses and proposals. 

 The exercise generated a positive feedback from the trainees and the expert jury. 

The event was unique because of the combination of experts and officers responsible for ICT 

security at their respective workplaces who gathered in one place to discuss. The value 

of such event proved to be substantial in all respects and NSA will continue to organize the 

national exercises in the forthcoming years. 

                                                           
17 See chapter 7. 
18 A table-top exercise is an exercise designed to test the theoretical ability of a group to respond to a 
situation. One of the big advantages of a table-top exercise is that it allows people to test a hypothetical 
situation without the risk of causing damage or other negative effects. 



         

  

  

 As in previous years, NCSC in line with its mission has been informing the public 

about its plans and activities. A part of these activities is to lecture and raise awareness, 

give interviews to media and run the GovCERT.CZ website. The website contains, among 

other, current news about cyber security incidents and vulnerabilities including 

recommendations for their solution and implementation of preventive measures, 

information on legislation including the Cyber Security Act and implementing legislation, 

useful documents for identification of CII and IIS elements etc. NCSC employees also 

participate in professional conferences both in the Czech Republic and abroad.  

 

 On the occasion of opening of NCSC in Brno, NSA organized an international 

conference „Cyber Security – Results and Challenges“ that took place on 13 and 14 May 

2014. The main speakers included Sorin Ducaru, NATO Assistant Secretary General for 

Emerging Security Challenges, Freddy Dezeure, CERT-EU Director, Udo Helmbrecht, ENISA 

Executive Director, Melissa Hathaway, former cyber security advisor to the US president G. 

W. Bush, and Paul Schneider, former vice-director of the US Department of Homeland 

Security. 

 

 Apart from coordination at the national and international levels to prevent and 

resolve cyber security incidents, NCSC’s role consists also of raising awareness and 

supporting education in the area of cyber security.  

 The Vysočina region has become an important partner in education in 2014. 

The region has joined the „Regions for Safer Internet“
19

 project and organizes conferences, 

lectures for students, parents, teachers as well as police force. NCSC staff participated in 

several lectures. The region has also invited NCSC to attend the final evaluation of the 

project „i-Safe School“ led by the regional educational training facility for teachers „Vysočina 

education“. NCSC considers this project to be a pilot and would like to extend it to other 

regions as well. 

 The civil servants are another objective of NCSC’s awareness raising activities. 

The activities have included lectures at the Ministry of Interior, MoD, NATO Allied Command 

                                                           
19 Project of National Centre for Safer Internet. 

http://www.govcert.cz/#_blank


         

  

Transformation Cyber Syndicate, where the NCSC members presented on cyber security 

from the perspective of international cooperation, on the National Cyber Security Strategy 

2015-2020 and on NCSC as the national cyber security coordinator. Finally, a seminar 

presenting the new Cyber Security Strategy and CII protection took place in November in the 

Chamber of Deputies of the Czech Republic. 

 As already mentioned, NCSC staff often participate as speakers at foreign 

conferences, courses, workshops and lectures. The Meridian Process 2014 conference held 

in November in Japan is one of such events. An NCSC representative was invited to present 

the process of mapping Czech CII and introduce to the international audience the Czech 

concept of securing the cyber realm including the methods of identifying the CII. Further, 

a lecture of a NCSC representative presented at the conference of an independent 

international non-profit association ICS ISAC (Industrial Control Systems Conference) can be 

mentioned, as well as lectures on cyber security and national strategies presented at the 

German George C. Marshall European Center for Security Studies. In November, NCSC staff 

co-organized a workshop for Macedonia, Kosovo and Moldova within the framework 

of a European project „Enhancing Cyber Security“. The main goal was to help set up national 

and governmental CERTs in those countries. This workshop that took place in Romania was 

followed by a technical course in Prague focused on general threats, CERT teams building 

and cyber security incidents handling procedures. Experience gained at the aforementioned 

workshops was shared at further workshop in France. Last but not least, one can mention 

the participation of NCSC staff in panel discussions and lecturing at ENISA. 

 Foreign partners invite NCSC representatives to lecture on capabilities and cyber 

security system building, on development of national cyber strategy and on CII mapping 

process thanks to the fact that the Czech Republic belongs to a small group of countries with 

advanced experience on those processes. One of the examples of the growing demand for 

experience sharing in this field is the visit of NCSC director to Jordan, upon a personal 

invitation, where he held a lecture for the Jordanian military. 

 Participation at international conferences and assistance to fellow states in their 

cyber capacity building and setting up of cyber security systems makes the Czech Republic 

a respected member of international community in this regard. 

  



         

  

 The above also brings about other effects, in particular the possibility to gain the 

necessary contacts to top-level experts enabling establishment of a close cooperation,
20

 an 

increased demand for Czech experts abroad, the possibility to acquaint oneself with the 

latest trends, findings, methods and interesting information and use them to ensure cyber 

security in the Czech Republic. 

 National appearances have included a lecture at the international police congress 

„Actual Cybercrime Trends“ in Ostrava or the IDG conference with a presentation on 

experience with the Botnet Feeds project. In October, a three-day international conference 

„Future Crisis“ took place, being one of the biggest gatherings of national and international 

security forces with the defence industry representatives; NCSC staff presented again on the 

process of CII identification.  A systematic collaboration continued with AFCEA and the Police 

Academy. In November, our staff presented the GovCERT.CZ activities at the 1st national 

meeting of all CSIRT/CERT teams operating in the Czech Republic that took place in Prague. 

This conference brought together all 16 registered teams and two emerging ones. 

The discussion outlined the need for a common approach and support, both in handling 

individual cyber security incidents and in communication and dealing with public authorities 

and the state. Worth pointing out is the participation at „WebExpo 2014“, the biggest event 

of its kind in Central Europe, and at the prestigious „Cyber Security from the State’s 

Perspective“ conference organized by the security software and services provider AEC. 

 In addition to participation at conferences and seminars of national and international 

organizations, NCSC establishes contacts with universities working on cyber security issues. 

NCSC recognises the importance of students’ education; that is why this year some of its 

staff took part in the CyberCon conference organized by the Global Politics journal 

in cooperation with Sekuritaci.cz under the auspices of the Faculty of Social Studies of 

Masaryk University in Brno. Within the cooperation with Palacký University Olomouc and the 

Gymnázium Jana Škody in Přerov secondary school, a survey has been conducted mapping 

the level of knowledge on cyber security topics among high-school students. The survey 

followed a previous survey directly conducted by NCSC which mapped the level of cyber 

security education at primary and secondary schools and the availability of relevant 

educational materials for teachers. 

  

                                                           
20 The presence of top-class experts at the conference „Cyber Security – Results and Challenges”, organized on 
the occasion of the NCSC opening in May 2014 can serve an example. 



         

  

 NCSC also works on in-house training of its staff. To this end, NCSC plans to launch 

a complex long-term expert training to increase the employees’ knowledge base that will 

guarantee they continue to be equal partners to their foreign counterparts. 

 

 In 2014, NCSC established contacts with several institutions dealing with cyber 

security. One of active NGOs with a long-term focus on cyber security is the National Centre 

for Safer Internet (NCSI), with its most prominent project Saferinternet.cz seeking to raise 

awareness of safer use of the internet. Cooperation has been established with NSCI and 

several members of NSA staff headed by the NCSC director participated in NSCI’s lectures 

and workshops, both as guests and lecturers. In October 2014, following a request from 

NSCI, NSA assumed the patronage over the European Cyber Security Month. 

 



         

  

 

 

 In 2014, GovCERT.CZ activities were divided according to the type of expertise. 

In particular, it was necessary to focus on the areas of industrial control systems, 

penetration testing, reverse engineering, malware analysis and, ultimately, on forensic 

activities necessary for protection of the government systems and critical information 

infrastructure. In order to improve their expertise in the field, the GovCERT.CZ members 

attended several internationally recognized trainings and expert conferences last year,
21

 

some of them as lecturers. At the international cooperation level, they participated in cyber 

security exercises.  

 In respect of the GovCERT.CZ’s main task in 2014 – to handle reported incidents 

and events incurred in the governmental and critical infrastructure – communication with 

foreign security teams took place. In addition, GovCERT.CZ offered and provided technical 

assistance to entities in these specified areas, mainly through forensic, network and malware 

analysis. 

 One of the big projects that GovCERT.CZ took up last year was the development 

of proactive activities and anomaly detection. Substantial progress has been achieved in this 

area thanks to the BotNet Feed tool, built for and further developed by GovCERT.CZ itself. 

Every day, the system processes approximately 300 thousand logs containing tens 

of thousands of unique Czech IP addresses potentially infected with malware. A part of the 

project lays in building and developing relationships with government institutions and 

security teams operating in the Czech Republic. Based on a mutual feedback from the 

cooperating institutions, there is now a broad consensus that the information exchange 

is useful. 

 Building on the BotNet Feed project, GovCERT.CZ last year launched other projects 

aimed at mass collection of open source data. The information sources are above all 

international research organizations, academia, public honeypots,
22

 intrusion detection 

systems and grey and black lists, that can contain list of IP addresses used for spamming 

or other malicious activities. 

                                                           
21 For instance, Secure 2014, ICS Cyber Security, BRUCON, N4SICS and others.  
22 Honeypots are decoy servers or systems set up to gather information regarding an attacker or intruder into 
the computer system. 



         

  

 The data thus gathered are subsequently subjected to a thorough and sophisticated 

analysis, including the data cross-correlation. This is complemented by additional follow-up 

processes, the purpose which being to create a complete picture of the processed data. 

These results are then forwarded to ministries, governmental organizations and commercial 

entities within the set cooperation framework. The added value includes information 

on how to localize and address the potentially disruptive events. 

 Within the national and international community, GovCERT.CZ contributes by sharing 

the developed and customised open-source
23

 tools. The foreign CERT teams have expressed 

their interest mostly in the BotNet Feed tool that helps process information about botnets. 

 One of equally important elements of GovCERT.CZ proactive operations is the 

monitoring of both open and closed information sources for vulnerabilities that could 

potentially endanger our constituency. Every day, more than 300 reports of this type are 

processed. At the same time, gathering and distribution of information and analysis 

of current threats affecting the Czech Republic takes place. The information gathered 

is further evaluated and distributed to relevant entities. Part of the information is made 

public on GovCERT.CZ website. 

 In the second half of 2014, GovCERT.CZ began to gradually deploy well-tuned 

honeypots and their integration to the test environment within the NCSC laboratory 

network. Auxiliary processes including configuration modifications take place continuously; 

regard being had to the desired functionality, realness of the machine and other key 

parameters. The ultimate goal is to set up and develop an early warning system. 

 Another plan of extension of the detection capabilities consists in the acquisition 

and subsequent deployment of network probes in cooperation with other state institutions 

that would benefit from this solution through having broader possibilities to monitor 

anomalies and malicious traffic in their networks. Subsequent to this project, GovCERT.CZ 

would like to offer vulnerability scanning and penetration testing. At present, these tests are 

performed on internal NSA and NCSC systems. 

 GovCERT.CZ has initiated a pilot project to build a separate laboratory environment. 

The rationale for this laboratory component is the need for an isolated environment for 

analysis of potentially malicious data gathered from respective incidents. Furthermore, 

the environment is used for development of customised applications, testing, but also for 

simulation of systems during various exercises. There is a potential to build, together with 

the Police experts, a highly qualified certified expert institute, possibly oriented also on 

forensic analysis. 

                                                           
23 Open source refers to a computer program in which the source code is available to the general public for 
use and/or modification from its original design. 



         

  

 GovCERT.CZ main tasks include so-called „coordination activity“ among the Czech 

cyber security teams including videoconferences allow instant sharing of data and 

information in case of large-scale cyber-attacks. The basis for creation of such coordination 

centre was prepared in the course of last year to allow for and integration of important 

actors in the area of cyber security.  

 

 The beginning of 2014 was a relatively calm period, with only a few of the most 

common types of attacks – DDoS and phishing – whose intensity and progress however did 

not exceed previous statistics. The originators attacked both public and private entities.  

 More serious attacks occurred in March 2014. Worth mentioning is the so-called 

„Pony botnet“, a name given by the security company Trustwave. The company published an 

analysis stating that the attackers had set up a botnet in order to steal logins to websites, 

social networks, email accounts and other services. According to the available data, the 

botnet was active from September 2013 to January 2014. In this period, the attackers 

managed to acquire more than 700 000 user credentials. Apart from compromising user 

accounts, the botnet focused also on some virtual currencies. The analysis of the data 

related to the attack carried out by Trustware proved that the Czech domains had been 

affected in great numbers, about 6253 „.cz“ domains affected and about 53292 login 

credentials. Following the cooperation and exchange of information between GovCERT.CZ 

and Trustwave, the domain contact persons were informed and the incident resolved. 

 Following the information on Turla spy malware (or Uroburos, Snake, Carbon), 

communication took place in March between Symantec corporation and GovCERT.CZ in 

order to find out as much as possible, most importantly if the infected subjects included 

systems in the Czech Republic. 

 At the time, the analysts believed that several hundred computers had been infected 

in more than 45 countries around the globe. According to the information then available, 

Turla did not appear in Czech systems. 

 The character of other March attacks pretty much resembled the other ones. In April, 

too, phishing campaigns prevailed, targeting e.g.  internet banking. 

 One of the more serious attacks involved sending a notice to the Czech internet 

users, stating they owed a certain amount that had to be settled in order to avoid legal 

proceedings. The attachment that pretended to be a contract between the victim and an 



         

  

executor contained malware. When running the attachment, the computer station was 

infected. 

 In May, apart from the already traditional phishing emails, attacks on routers 

appeared in both home and corporate networks. Unidentified attackers took advantage 

of the vulnerability of poorly secured routers or routers with outdated firmware and forced 

their owners to install malware that looked like an Adobe Flash Player update. Other May 

incidents involved a mobile malware targeting clients of Czech banks. The virus offered the 

users to install a security app, or to activate it in a mobile phone. The dangerous feature of 

these attacks aiming at stealing money from the bank accounts was that the money was 

diverted to proxies recruited on job portals. The proxies’ task was to transfer the money to 

foreign accounts. They then received a commission fee worth thousands of Czech crowns for 

this service. In the same period, Belgium confirmed that Uroburos spyware had been found 

in the information system of the Belgian Ministry of Foreign Affairs and Trade, collecting 

documents and information related to the Ukraine crisis. The information was promptly 

distributed among the Czech ministries that have taken appropriate measures. 

 The June statistics were dominated by Havex spyware that focused mainly on 

industrial systems of energy companies and organizations developing industry systems 

(SCADA systems). GovCERT.CZ began to investigate the incident after the security company 

Symantec reported a well-founded suspicion that the malicious code was present on 15 

Czech IP addresses. Based on this warning, GovCERT.CZ reached out to all the internet 

service providers that managed the affected IP addresses, provided them with the necessary 

technical information and brought to their attention the necessity to warn all affected 

subjects.  

 The period of July and August 2014, as in the previous year, manifested an increased 

intensity of fraudulent spamming messages. Besides the execution notice messages, 

supposed to give the impression the email was sent by an executor requesting payment of a 

debt, a case of fraudulent SMS messages was registered, too. Such message encouraged 

clients to download an additional mobile application to improve their mobile banking. 

Subsequently a large amount of money was stolen from the victim’s bank account. 

 Besides phishing, the most important July incidents were the DoS attacks on 

information systems of the Office of the President of the Republic. The attack was allegedly 

launched from a Chinese IP address. In August, the Turla spyware case was reopened as 

a new suspicion indicated that the malware had infected Czech governmental institutions. 



         

  

On the basis of the analysis performed, was found that those are exit nodes of the 

anonymization network TOR running on the Czech servers.  

 September saw yet another wave of fraudulent emails spreading throughout the 

Czech Republic, asking to settle an outstanding debt, October was notable for further 

Russian espionage campaign, that has earned the name of „SandWorm“. The campaign 

targeted NATO institutions, Ukraine government institutions, Western European 

government institutions (ministries of foreign affairs, armies and defence contractors), 

energy and telecommunication companies and academic institutions. Thanks to GovCERT.CZ 

and CERT-EU cooperation those ministries were warned where a reasonable presumption 

existed they could become targets of the campaign. 

 The end of the year was marked by final resolution of some of the incidents, among 

them those related to the phishing messages targeting the Czech Post customers. In the 

same period, the Asprox/Kuluoz malware targeting old content management systems was 

contained thanks to established relations with German national CERT team and effective 

collaboration with CSIRT.CZ. An equally interesting case from the end of year was Carbanak 

– a malware targeting financial institutions in Eastern European countries. According to 

information available, 25 banking institutions have so far fallen victim to this malware 

designed for espionage and data theft. The investigation is still underway. 

 December also witnessed the ongoing investigation of the Red October spyware. 

Kaspersky Labs called this malware Cloude Atlas for its infrastructure based on the cloud 

technology. The malicious code was designed to infect a wide range of devices including 

Windows OS, home routers, mobile devices running iOS, Blackberry OS and Android OS. The 

infection of end terminals happened mostly through spear-phishing messages or malicious 

SMS and MMS.  

 Generally speaking, the character of attacks has not changed much between 2013 

and 2014. In principle, the most frequent attacks are those based on social engineering 

(phishing, spear-phishing). Although the perpetrators tend to use new and more 

sophisticated methods, the nature of attacks remains the same: to lure login credentials 

from the users or distribute a malicious code that will ensure supply of useful information. 

Such scam emails are usually motivated by financial gain. 

 The year 2014 also bears evidence of another dangerous phenomenon, more and 

more present in the cyber space – the use of espionage malware. A number of such 



         

  

malicious codes has been used both against targets in Russia and the United States or even 

EU countries. Usually they are a very complex and sophisticated piece of malware designed 

for theft of restricted and sensitive data from governmental, military or research institutions. 

 Further information on 2014 most significant attacks targeting Czech and foreign 

entities is available at GovCERT.CZ website in the information service section (in Czech). See 

the next chapter for a brief overview of cyber incidents related to the Czech Republic. 

 

 The goal of this chapter is to visualise incidents handled in 2014 by NCSC staff. 

The following graphs should provide information about the numbers and classification of the 

incidents, and their division in so-called fields of operation. 

 

http://www.govcert.cz/#_blank


         

  

 

 

 



         

  

 Under the Memorandum of Understanding and on Cooperation in the Field of Cyber 

Defence signed by NATO and the Czech Republic, NSA and MoD joined again the annual 

allied cyber exercise Cyber Coalition in 2014. The 2014 Cyber Coalition exercise took place 

from 17 to 21 November 2014 with its main goal being to test, on specific scenarios, 

the technical and non-technical cooperation in dealing with cyber security incidents, to 

improve mutual knowledge of respective defence capabilities and to highlight the 

importance of cyber defence within NATO. Furthermore, the exercise sought to test the 

decision-making processes and cooperation between NATO structures and national cyber 

defence capabilities of both member states and NATO partners. More than 670 technicians, 

IT experts, government officials and cyber security experts from 33 states joined the 

exercise. 

 At the national level, the exercise was organized by representatives of MoD and NSA. 

One NSA representative was sent as ExCon to Tartu (Estonia), from where the whole 

exercise was conducted. Other two representatives were appointed to act as local trainers in 

Brno, coordinating and overseeing the scenario progress. This year, NCSC for the first time 

joined the exercise from its own premises in Brno. Joint teams were also present there, 

composed of representatives of various departments including the government  

(MoD, NSA, Office for Foreign Relations and Information, Security Information Service, 

Military Intelligence, Ministry of Foreign Relations, Police), the private sector (CSIRT.CZ) 

and academia (CSIRT-MU, CESNET). The Czech Republic was well represented in all 

scenarios, which focused both on technical and legal issues, as well as on coordination 

between various bodies and authorities.
24

 

                                                           
24 See (in Czech): https://www.GovCERT.CZ/cs/informacni-servis/akce-a-udalosti/ceska-republika-nacvicovala-
kybernetickou-bezpecnost-s-clenskymi-zememi-nato/.  

https://www.govcert.cz/cs/informacni-servis/akce-a-udalosti/ceska-republika-nacvicovala-kybernetickou-bezpecnost-s-clenskymi-zememi-nato/
https://www.govcert.cz/cs/informacni-servis/akce-a-udalosti/ceska-republika-nacvicovala-kybernetickou-bezpecnost-s-clenskymi-zememi-nato/


         

  

 The Cyber Europe exercise is organized every two years by ENISA. Representatives 

of 29 countries from the EU and the European Free Trade Association participated this year. 

This is a three-phase exercise; the Technical-level Exercise took place on 28 and 29 April, the 

Operational-level Exercise took place on 30 October. 

 The third and last phase, the Strategic-level exercise is scheduled for January 2015. 

National CSIRT is the main representative of the Czech Republic carrying out a coordination 

role. NSA/GovCERT.CZ participated in both phases held in 2014 and contributed to the very 

good performance of the Czech Republic in comparison with other participating states.  

 The annual Locked Shields exercise organized by NATO CCDCOE took place on 19 and 

23 May 2014 in Tallinn and more than 300 participants from 17 countries joined. The 

exercise was set in a simulated environment with tens of computers and servers where the 

so-called red team and blue teams competed. The blue teams’ task was to fight hacktivist 

campaigns, espionage, sabotage and other cyber-attacks by the members of the red team 

which aimed at the blue teams’ networks. NSA/NCSC formed a joint team with Latvia for the 

exercise.   

 The exercise involved both technical and legal scenarios; the Czech Republic 

participated in both fields. In the course of the exercise, designed as a competitive game, the 

defensive blue teams are evaluated. In this year’s evaluation, the Czech Republic reached 

above-average results. 

 



         

  

 The EU – Multi Layer exercise took place from 30 September to 23 October 2014. 

It is a procedural command-staff exercise of the EU crisis management bodies, focused 

primarily on practising and improving the EU crisis management capabilities and the ability 

to implement the EU complex approach to conflicts.  The aim of the exercise is to test the EU 

system of crisis management at the strategic and operational levels, both in military and 

civilian environments. The Czech Republic’s main participant is the Permanent 

Representation to the EU, backed up by a Joint Planning Group based on the MoD’s Joint 

Operations Centre which prepares national positions following the analysis of received 

documents and decisions of the relevant government bodies responsible for the areas 

covered, including NSA. This year scenarios have for the first time included a cyber security 

incident that required a qualified opinion of NSA as the national cyber security coordinator. 

 Crisis Management Exercise (hereinafter „CMX“) is an exercise of NATO and other 

guest countries aimed at crisis management bodies. Since the scenarios usually include 

cyber-attacks, NSA is involved on a regular basis. The main responsibility however rests with 

MoD. Within the CMX, NSA is involved not only as a contributor in the process 

of preparation and development of scenarios, but also as a participant. The North Atlantic 

Council has decided to re-schedule the 2014 exercise to March 2015. 

 On 23 June 2014, the CECSP exercise was organized within the framework of the 

Central European Cyber Security Platform.
25

 It was a one-day table-top exercise with 

participants from the Czech Republic, Hungary, Poland, Slovakia and Austria. The exercise, 

led by Hungarian National Security Authority, was the first of its kind to be organized within 

the CECSP platform. It is expected that the exercise will continue next year. 

 

 

                                                           
25 See chapter 5.5. 



         

  

AFCEA – Armed Forces Communications and Electronics Association 

CBMS – Confidence Building Measures 

CCDCOE – Cooperative Cyber Defence Centre of Excellence 

CECSP – Central European Cyber Security Platform 

CERT – Computer Emergency Response Team 

CESNET – an academic network operator founded in 1996 by Czech universities and 

the Academy of Science 

CII – Critical Information Infrastructure 

CMX – Crisis Management Exercise 

CSIRT – Computer Security Incident Response Team 

CSIRT-MU – Computer Security Incident Response Team of Masaryk University 

CYBERCRIME – criminal activity or a crime that involves the Internet, a computer system, or 

computer technology 

Cyber Security Act – act no. 181/2014,. on Cyber Security  (English translation available here) 

CZ.NIC – interest association of legal persons established by leading Internet service 

providers in 1998, administrator of domain names .cz, runs the national security team 

CSIRT.CZ 

DDoS/DoS attack – Distributed Denial of Service / Denial of Service 

EC3 – European Cybercrime Centre 

  

                                                           
26 A comprehensive explanatory dictionary of cyber security terms can be found at www.govcert.cz. 

https://www.govcert.cz/download/nodeid-556/


         

  

EU – European Union 

FENIX – the new name for the Secure VLAN project, the purpose is to ensure 

the uninterrupted Internet services for connected entities during DoS attacks  

GovCERT.CZ – the government CERT – Computer Emergency Response Team, appointed by 

the government to react to cyber security incidents, part of the National Security Authority’s 

specialized body, the National Cyber Security Centre 

HONEYPOT – decoy tool serving to lure an attacker and subsequently analyse potentially 

malicious software in case of interception 

ICS ISAC – Industrial Control System Information Sharing and Analysis Centre 

IDG conference – International Data Group conference 

IIS – Important Information System 

MALWARE – software intended to gain access to or damage a computer system 

MoD – Ministry of Defence 

NATO – North Atlantic Treaty Organization 

NSA – National Security Authority 

NCSC – National Cyber Security Centre 

OPEN-SOURCE – software with a source code available, under certain circumstances, 

to the public to use, to consult and to modify 

OSCE – Organization for Security and Co-operation in Europe  

PHISHING – the fraudulent practice of sending messages purporting to be from reputable 

companies in order to induce individuals to reveal personal information, such as passwords 

and credit card numbers 

  



         

  

SCADA systems – Supervisory Control and Data Acquisition, generally refers to an industrial 

computer system that monitors and controls an industrial process 

SIEM – Security Information and Event Management 

SPEAR PHISHING – a message spoofing fraud attempt that targets a specific organization, 

seeking unauthorized access to confidential data 

SPU – Strategy and Policy Unit (Oddělení teoretické podpory, vzdělávání a výzkumu) 

TABLE-TOP – an exercise designed to test the theoretical ability of a group to respond to 

a situation. One of the big advantages of a table-top exercise is that it allows for testing of 

a hypothetical situation without the risk of causing damage or other negative effects 

TF-CSIRT – Task Force Computer Security Incident Response Team 

TURLA – type of malware 

VLAN – virtual LAN 


