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Introduc  on

 Ensuring the cyber security of a state is one of the key challenges of our  mes. 
The absence of geographic borders in cyber space and the omnipresence of cyber threats both 
require intense interna  onal coopera  on, as well as na  onal capabili  es building for a state ś 
cyber security protec  on.

 Cyber security is and will con  nue to be one of the determina  ve aspects of the security 
environment of the Czech Republic. Development of cyber threats’ dynamics has a rapidly 
growing tendency as cyber a  acks are becoming more sophis  cated and complex. They 
switch from the sphere of a  acker’s direct economic benefi t to the spheres of cyber industrial 
espionage, cyber vandalism, and tes  ng cri  cal infrastructure elements’ security. A  ackers 
concentrate increasingly on elements of cri  cal infrastructure, such as energy systems, 
pipelines and healthcare informa  on systems.

 This report on the state of cyber security in the Czech Republic is based on the Decision 
n°781 by the Czech Government from 19th October 2011 concerning the establishment 
of the Na  onal Security Authority of the Czech Republic to be the body responsible for cyber 
security and the na  onal authority in this fi eld. The report evaluates fulfi lment of objec  ves 
in the fi eld of cyber security building in the Czech Republic for the year 2013 in the following 
six priority domains:

 1. Legisla  on crea  on in the cyber security fi eld (‘CS’): 
 it is necessary to create a legal framework which defi nes competence of public authori  es, 
and regulates rights and obliga  ons of natural and legal persons in the CS fi eld.

 2. Interna  onal coopera  on in the CS: 
 a) Communica  on and coopera  on with interna  onal partners are crucial for 
  the ability to create func  onal cyber protec  on and to strengthen cyber security  
  of the Czech Republic

 b) Checking of preparedness and simula  on - following the con  nual development 
  of cyber threats, it is necessary to par  cipate in interna  onal cyber security
  exercises and to organize na  onal cyber security exercises. Yet technical facili  es 
  and experts’ coopera  on are only one aspect: crisis management and crisis 
  decision-making exercises and simula  ons must be considered as a service 
  to the state sector, while it is also important to invite the private sector which 
  is equally endangered by cyber threats.
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 3. Na  onal coopera  on in the CS: 
 large-scale inter-agency coopera  on is necessary, as well as coopera  on between 
the public and private sectors. Simultaneously, coopera  on with the academic sphere 
and experts should be established in order to develop necessary cyber security capabili  es.

 4. CS risk management: 
 mapping, analysis and risk assessment in cyber security are crucial in the sphere 
of cri  cal informa  on infrastructure. Mapping helps to understand the extent of an ever 
growing number of systems which could become targets for a cyber a  ack or cyber incident. 
Analysis allows evalua  ng the importance and signifi cance of such a system, as well as its role 
within the func  oning of the state. Risk assessment then helps to minimize damages a  er 
a poten  al incident and to set up key systems’ protec  on for maintaining cyber security. 

 5. NCSC/CERT - technical and management facility: 
 for a quality and effi  cient system of detec  on, analysis, solu  ons and predic  on of cyber 
a  acks, it is necessary to build a specialized workplace. In the case of the Czech Republic this 
specialized workplace is the Na  onal Cyber Security Centre (‘NCSC’). The la  er is supposed 
to build and maintain mutual early warning system, as well as to connect this system into 
already exis  ng interna  onal early warning systems for cyber threats. The goal of the NCSC’s 
ac  vity is to prevent a  empts to penetrate infrastructures important for func  oning of 
the state, for its security and for its economy. So called Governmental CERT (Computer 
Emergency Response Team, or ‘GovCERT.CZ’) is a part of the NCSC and its task is to monitor 
cyber space and to detect and solve cyber a  acks, and to ensure the preven  on of such 
a  acks etc. Such a workplace has high level of exper  se and is fully integrated into 
the segment of interna  onal coopera  on with similar workplaces of other states 
and ins  tu  ons.

 6. Raising CS awareness: 
 educa  on and awareness – it is necessary to constantly raise the educa  on level 
of execu  ves, specialists, as well as the general public’s awareness about cyber threats.

 Each one of these six priority fi elds works each goal out to specifi c measures, while these 
are the subjects of evalua  on of this report.
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1. Cyber security legisla  on development in 2013

 Na  onal Security Authority (‘NSA’) has, since the beginning of 2013, developed an intense 
eff ort to cons  tute legal rules in the CS fi eld. Besides processing the Act on Cyber Security 
and Related Acts, consulta  ons about implemen  ng legal regula  ons for this law occurred 
at the same  me.

 1.1 Act on Cyber Security proposal
 As stated above, NSA has con  nued to create a proposal of the Act on Cyber Security 
since the beginning of 2013. During January and February 2013, the Act on Cyber Security was 
presented and consulted with representa  ves of the professional public. At the same  me 
consulta  ons with inter-agency work group con  nued; this group consisted of representa  ves 
of Ministry of Interior, Ministry of Defence, Czech Telecommunica  on Offi  ce, General 
Directorate of Fire Rescue Service of the Czech Republic and Intelligence services. Furthermore, 
NSA sent the Act on Cyber Security proposal to interdepartmental comment procedure which 
took place from 15th April 2013 un  l 15th May 2013.

 Substan  al comments to the law proposal were claimed by 14 comment subjects 
and se  led on 27th May 2013. All essen  al comments to the Act on Cyber Security proposal 
were sorted out, and on 28th June 2013 NSA presented the dra   to the Government without 
disagreements.

 The dra   of the Act on Cyber Security was subsequently debated by working groups of 
the Government Legisla  ve Council on 12th July 2013 by the commission on private law and 
commission on Regulatory Impact Assessment, then on 22nd July 2013 by the Commission 
on Public Law I – Commission on Administra  ve Law I. The Government Legisla  ve Council 
debated the dra   of the Act on Cyber Security on 8th August 2013. Nego  a  on of the proposal 
was then adjourned. NSA currently cooperated with Government Legisla  ve Council on re-
inclusion of the law proposal and its submission to the Government for approval. On January 
2, 2014 the Government approved the proposal and passed it to the Parliament.

 1.2 Implemen  ng legal regula  ons proposal
 Since the beginning of 2013, a relevant unit of the Na  onal Security Authority together 
with an external expert consultant have cooperated on the crea  on of ordinance about 
security measures, cyber security incidents, reac  ve counter-measures and determina  on 
of condi  ons of submission in the cyber security (i.e. cyber security ordinance) 
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 Simultaneously, NSA cooperated with another external expert consultant on the crea  on 
of theses of the ordinance proposal about important informa  on systems and their determining 
criteria. 

 Both proposals of implemen  ng legal regula  ons were fi nished in June 2013 and became 
part of the documents presented to the Government on 28th June 2013.

 In September 2013 NSA started coopera  on with an interdepartmental work group, 
consis  ng of representa  ves of the public sector organs stated above, for the purpose 
of coopera  on on the Cyber security ordinance proposal and on the ordinance proposal about 
important informa  on systems and their determining criteria.

 Since October 2013 NSA has also con  nued coopera  on with representa  ves of 
the General Directorate of Fire Rescue Service of the Czech Republic regarding crea  on 
of the amendment proposal of the Government’s regula  on n°432/2010 Coll. on criteria for 
determina  on of the cri  cal infrastructure en  ty, which was started in March 2013.

2. Support of interna  onal coopera  on 
 in the cyber security fi eld

 In 2013 the NSA has taken part in the interna  onal context in three broad areas, which 
can be divided into ac  vi  es within the European Union, ac  vi  es within NATO, and bilateral 
as well as mul  lateral nego  a  ons.

 2.1 European Union
 Ques  ons linked to the cyberne  cs and cyber security are gradually becoming the part of 
almost all key EU policies. Diverse policies therefore begin to overlap substan  ally: especially 
those regarding internal market and external rela  ons and policies, such as police and judicial 
coopera  on in criminal ma  ers consumer protec  on, trans-European networks, industry and 
research, technological development and common commercial policy.

 Topics linked to the cyberne  cs and cyber security are thus subjects of ac  vi  es of several 
informally established thema  c groups, which are used mostly for informa  on and experience 
exchange between involved en   es, and some EU agencies and also EU ins  tu  ons which 
par  cipate in legisla  on processes.

 In order to improve ac  vi  es coordina  on amongst actors and for the crea  on 
of a cross-cu   ng viewpoint on the whole cyberne  cs and cyber security issue, the Friends 
of Presidency group was ac  vated during the Cyprus presidency – following the incen  ve of 
Germany, France, the Netherlands, Sweden and the United Kingdom.
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 The Group should meet approximately twice a year in order to iden  fy priori  es 
and to ensure harmony among the ac  vi  es of other working bodies. The fi rst mee  ng, which 
took place at the beginning of December 2012, was considered as an informa  ve mee  ng. 
Member states approved the scope of ac  vi  es of the Group and commi  ed to con  nue the 
Group’s ac  vi  es. Furthermore, the Commission informed member states about the state of 
prepara  on of the European strategy for Cyber security (‘EU Strategy’).

 Currently, the EU cyberne  cs and cyber security ac  vi  es divide into three domains, 
which are supposed to remain the centre of interest of the next EU ac  on. Specifi cally, it 
is 1) fi gh  ng and preven  on of cybercrime, 2) cyber defence and 3) network security. All 
these three elements are interlinked through EU legisla  on that also applies to nego  a  ons 
of interna  onal trea  es between EU and non-EU countries – which in prac  ce implies 
a substan  al overlap of cyber topics with foreign-policy aspect of external rela  ons.

 Network and informa  on security (NIS) has become the main topic for NSA on 
the European level. That is why the EU Council working group for telecommunica  ons – 
Working Party on Telecommunica  ons and Informa  on Society (‘Society’) – nowadays 
represents the top priority. Society debates the European Parliament and EU Council direc  ve 
proposal about measures for ensuring common high standard of network and informa  on 
security in the EU (‘NIS Direc  ve’). This document was proposed by the European Commission 
to the European Parliament and to the EU Council. 

 During nego  a  ons NSA builds on the Framework posi  on for the Parliament of the 
Czech Republic, where the main problema  c points are exposed. During this year there was 
the fi rst reading of the text with par  cipa  on of all member states where ini  al comments 
to individual ar  cles and also to NIS Direc  ve text as a whole were given. In the NIS fi eld 
the most ac  ve members are generally the United Kingdom, France, Germany, the Netherlands, 
Belgium, Finland and Sweden; amongst new member states they are Hungary or Estonia.

 Group relevant to the cyber topic is also the above men  oned the Friends of the Presidency 
Group, dealing with the EU Strategy. The la  er is a jointly proposed document of the European 
Commission and High Representa  ve of the Union for Foreign Aff airs and Security Policy for 
European Parliament, EU Council, European Economic and Social Commi  ee, and Commi  ee 
of the Regions. Together with the EU Strategy, the so called Council conclusions were approved 
and their implementa  on is now discussed within the working group. The Lithuanian presidency 
proposed four diff erent possibili  es of implementa  on and now it depends on member states 
which one they will choose. The Czech Republic prefers the possibility of the crea  on of 
an ac  on plan which would clearly iden  fy priority fi elds and establish clear dates and goals 
that would defi ne the course of ac  on for member states.
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 2.2 ENISA
 European Network and Informa  on Security Agency (ENISA) was established in March 
2004 with the goal to reach high level of informa  on and network security among EU member 
states, to raise awareness about NIS as an added value for ci  zens, private companies 
and the civil service, and to contribute to unproblema  c internal market func  oning. ENISA 
helps the European Commission and member states to protect informa  on and network 
security and solve problems in this fi eld. Its role is equally important in organizing exercises 
against cyber a  acks or in support of CERT teams, including their coordina  on. ENISA 
Management Board establishes general direc  ons of ENISA ac  vi  es, furthermore ensures 
the harmony of the Agency’s ac  vi  es with member states’ and the EU’s ac  vi  es, and also 
approves work program of the Agency, annual summary report about Agency’s ac  vity, 
and the budget.

 The Czech Republic has its representa  on in ENISA via par  cipa  on in organised mee  ngs. 
Two members are members of ENISA Management Board (one Management Board Member 
and one Alternate), where they are responsible for approving program and budget of ENISA. 
Considering ac  ve coopera  on with this agency, the Czech Republic asked in October 2013 
for assistance in the training and professional exercises within the construc  on of the Na  onal 
Cyber Security Centre.

 2.3 OSCE
 The Czech Republic ac  vely par  cipates in OSCE, where nego  a  ons on a document 
called Confi dence Building Measures in the fi eld of cyber security – took place in 2013. During 
this type of nego  a  ons, the Czech Republic coordinates its course of ac  on within the EU 
framework together with other member states; however there is no unifi ed voice of the EU, 
because poli  cal will towards this goal is missing in the case of some member states.

 2.4 Bilateral and mul  lateral coopera  on
 During 2013 many visits of partner ins  tu  ons within NATO and EU member states were 
carried on; they focused above all on sharing informa  on about cyber security protec  on 
system and on gaining experience with running governmental CERTs. In this context NSA 
employees visited Austria, USA, Sweden, Israel, France, South Korea, and the European 
Union’s CERT. 

 2.4.1 Austria

 In January 2013, NSA started coopera  on with governmental and na  onal CERT in Austria. 
Both sides agreed on the idea of regional coopera  on of na  onal and governmental CERTs 
in the area of Central Europe (states of the Visegrád Four and Austria). In May 2013, based 
on the agreement with Austrian colleagues, a kick-off  mee  ng of the Central European Cyber 
Security pla  orm was organized; representa  ves of governmental and na  onal CERTs from the 
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Czech Republic, Slovakia, Hungary, Poland and Austria par  cipated in this mee  ng. They agreed 
on informa  on and experience sharing in the fi eld of cyber security, on mutual consulta  on 
and support of posi  ons within the EU and NATO, and on the organiza  on of joint exercises. 
A mee  ng about technical aspects of cyber security was planned for the end of 2013.

 2.4.2 USA

 In April 2013, representa  ves of NSA visited the USA and made contacts with Federal 
Bureau of Inves  ga  on (FBI), Department of Homeland Security (DHS) and Department 
of Defense (DoD). At the same  me, mee  ngs were organized with CSIRT DHS, Cyber security 
representa  ves of the US Execu  ve Offi  ce, the advisor for Cyber security in the US Congress 
and with representa  ves of private en   es such as Microso  , Cisco, AT&T and others.

 2.4.3 Sweden
 NSA made contact with Swedish Civil Con  ngencies Agency (MSB) which is the na  onal 
coordinator of civil security in emergency and crisis situa  ons. Its essen  al task is the crea  on 
and then support of crisis management within local, regional and na  onal capaci  es. It deals 
with a large scale of crisis scenarios, from everyday minor incidents to cyber security, cri  cal 
infrastructure protec  on, and na  onwide catastrophes of essen  al importance, including for 
instance natural catastrophes.

 2.4.4 Israel

 In June 2013 coopera  on was started with the Israel Na  onal Cyber Bureau. Both par  es 
agreed on domains of coopera  on (science and research, informa  on exchange, experts’ 
internships, annual mee  ngs evalua  ng and direc  ng the coopera  on).

 2.4.5 France

 In September NSA representa  ves met representa  ves of the French Agence na  onale 
de la sécurité des systèmes d’informa  on (ANSSI) and agreed on coopera  on, informa  on 
exchange and consulta  ons concerning the NIS Direc  ve

 2.4.6 South Korea

 In October 2013 the NCSC management par  cipated in the conference ‘Seoul Conference 
on Cyber space 2013’ and established coopera  on with the na  onal CERT of South Korea, 
based on the exchange of experts 
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 2.4.7 Central European Cyber Security Pla  orm

 In May 2013 NSA organized the fi rst mee  ng of governmental, na  onal and military 
CERTs of Visegrad Four states and Austria. A  er basic presenta  on of all types of CERTs from 
these states, there was an agreement on organizing a technical experts’ mee  ng, which took 
place in December 2013.

 2.4.8 CCD COE

 NCSC is involved in prepara  on of the Czech par  cipa  on in the NATO Coopera  ve Cyber 
Defence Centre of Excellence (‘CCD COE’) in Tallinn. Goal of the CCD COE is to increase defence 
capabili  es and to improve coopera  on and informa  on sharing between par  cipa  ng states 
and NATO, poten  ally between par  cipa  ng states mutually, and between cyber defence 
partners: this via raising cyber security awareness, development of cyber defence doctrines and 
concepts, research and development, and consulta  ons. In this context the CCD COE focuses 
on cyber security from the viewpoint of law, concepts and strategies, tac  cal environment 
and protec  on of cri  cal informa  on infrastructure. The interest of the Czech Republic 
to become part of the CCD COE was declared by the Czech Prime Minister on 18th April 2013. 
The Czech Republic should become a member of the CCD COE in 2014. Sending an ambassador 
and ensuring fi nancial security now depends on the approval of the relevant governmental 
resolu  on.

 Par  cipa  on will allow the Czech Republic to take part in the research and educa  onal 
projects of the CCD COE and benefi t from results of these, for instance in form of free training 
of Government CERT experts in malware analysis, defence against cyber a  acks, forensic 
aspects of cyber security and defence against botnets. The CCD COE can also provide support 
for poten  al na  onal exercises in the cyber security fi eld.

 Par  cipa  on in the CCD COE will be very benefi cial also from the viewpoint of promo  ng 
the interests of the Czech Republic. The CCD COE has important infl uence on crea  on 
of interna  onal law in the fi eld of cyber confl icts and related security doctrines. In March 
2013 the CCD COE published the Tallinn manual, which currently represents posi  ons of 
the most qualifi ed law experts from the fi eld. The Czech Republic will have infl uence 
on drawing up the form of such documents. The Czech Republic will also be able to infl uence 
research specializa  ons of the CCD COE.

 2.4.9 TERENA TI

 The NCSC took steps towards inclusion of the GovCERT.cz in the list ‘Trusted Introducer’ 
by the organiza  on Trans-European Research and Educa  on Networking Associa  on TI. 
Currently the GovCERT.cz is wai  ng to be included under the status ‘listed’ – registered; 
for the next phase of cer  fi ca  on the necessary support of partners is ensured
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 2.4.10 Cyber Coali  on

 Based on the Memorandum of Understanding regarding the coopera  on in the fi eld of 
cyber defence between NATO and NSA, NSA was for the fi rst  me part of the exercise Cyber 
Coali  on 2012 as a major na  onal contact point. The exercise Cyber Coali  on 2013, which took 
place between 25th and 29th November 2013, tested preparedness of NATO states for several 
cyber security threats happening at the same  me. This exercise also focused on several fi elds 
where a real a  ack could be expected. The exercise concentrated on purely technical domains 
(malicious code analysis), as well as on organisa  on, legal and public rela  ons domain. NCSC 
par  cipates not only in the preparatory phase of the exercises, but also acts as coordinator 
and as one of the par  cipants in the exercise.

 2.4.11 CMX 

 Crisis Management Exercise (CMX) is an exercise of NATO states and also of other invited 
states in the crisis management fi eld. CMX also includes so called cyber scenarios, in which 
the preparedness of military and civil components to react to real cyber security threats is 
tested. NCSC ac  vely par  cipates in the crea  on of these scenarios within the NATO framework. 
NCSC also carries out consulta  ons about content of the scenarios and discusses possibili  es 
of the Czech par  cipa  on with other public authori  es and with relevant legal en   es. NCSC 
will also exercise itself in the role of prac  sing person. CMX also has a na  onal coopera  on 
dimension, because the main prac  sing en  ty is the Ministry of Defence together with 
the Ministry of Foreign Aff airs and above men  oned NCSC. The last CMX took place in 2012, 
and was combined with the Cyber Coali  on exercise. In 2013 NCSC par  cipated in the crea  on 
of new CMX scenarios and in 2014 the next CMX will be held.
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3. Na  onal CS coopera  on

 3.1 CZ.NIC
 Coopera  on with the CZ.NIC was fully manifested during the DDoS a  acks at the beginning 
of 2013. For several days, during which the Czech Republic was facing massive DDoS a  acks, 
coopera  on between CZ.NIC and NCSC/GovCERT.CZ was brought from a consul  ng-theore  cal 
level towards prac  cal solving of a  acks on the informa  on infrastructure on a na  onal 
level. During this phase the communica  on procedures between diff erent workplaces were 
substan  ally improved. At the same  me, CZ.NIC par  cipates as a member of the professional 
public in consulta  ons about the Act on Cyber Security. Besides the high quality coopera  on 
men  oned above, the CZ.NIC also par  cipates as a mediator for communica  on with private 
en   es, which is why it helped to iden  fy loophole in the law of electronic communica  ons. 

 3.2 CSIRT.MUNI 
 CSIRT (Computer Security Incident Response Team) of Masaryk University belongs among 
the top academic workplaces of the European dimension. Coopera  on with CSIRT.MUNI 
is based on mutual coopera  on in the technical domain, coopera  on in solving of the DDoS 
a  acks and in forensic analysis. Theore  cal support is completed by internships of GovCERT.
CZ employees in CSIRT.MUNI. CSIRT.MUNI is, thanks to its posi  on, also one of the guarantors 
for GovCERT.CZ accession to interna  onal alliances and organiza  ons on the academic 
and technical levels.

 3.3 Microso   Corpora  on
 The Microso   Corpora  on (hereina  er referred to as “Microso  ”) is one of NCSC’s key 
partners. In 2013 an agreement was signed between NSA/NCSC and Microso   concerning 
coopera  on in the fi eld of botnet issues. 

 The Czech Republic is one of the fi rst states in the world which has signed such contract. 
Its purpose is that Microso   passes informa  on about computers a  acked by malware which 
are part of botnets to the NCSC. NCSC then within its authority warns owner of aff ected 
sta  ons about this a  ack. Microso   provides unique data and processing and evalua  on 
of these and contributes to the improvement of cyber security in the Czech Republic.

 3.4 Ministry of Defence
 NSA and the Ministry of Defence signed a framework agreement for coopera  on 
in the fi eld of informa  on and communica  on technologies and security. Beside this agreement, 
NCSC cooperates with the Military CSIRT in order to share and exchange all informa  on 
about cyber events and incidents.
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 3.5 Advisory commission to the director of Na  onal Security Authority
 The advisory commission was founded on 12th March 2013. Its purpose is to create 
an advisory organ for the NSA Director, where academic ins  tu  ons, private en   es and public 
authori  es are all represented. Thus, the coordina  on of eff orts and of common courses 
of ac  on are established to ensure cyber security during an a  ack against cyber infrastructure, 
informa  on sharing, problem-solving, and defence-proposals against cyber a  acks are also 
established. This advisory commission has for tasks, among others:

 • collec  ng opera  onal data gathered during an incident and its subsequent analysis 
 • malware analysis

 • sugges  on of recommenda  on on which data to collect in the future 

 • sugges  on of recommenda  on on how en   es should proceed during a  ack against 
  their own network in the future

 • crea  on of a concept of coopera  on between security teams and the administrators 
  of a  acked networks

 The advisory commission is comprised of representa  ves of the internet service 
providers, internet portals, universi  es research ins  tutes, Police Presidium of the Czech 
Republic, Intelligence services, banking and energy sector. Invited ins  tu  ons will par  cipate 
in mee  ngs of the Commission according to the nature of the cyber incident

 3.6 Academic sphere
 NSA/NCSC established coopera  on with the Czech academic sphere in the form 
of various coopera  on agreements. Currently these agreements are signed with the following 
academic ins  tu  ons::

 • Masaryk University

 • Brno University of Technology

 • University of Defence

 • Czech Technical University in Prague

 At the same  me, contracts with The Police Academy of the Czech Republic, VŠB-Technical 
University of Ostrava and Cevro Ins  tute are being prepared.

 3.7 Other partners
 Beside the above men  oned partners on the na  onal level, NCSC also ac  vely cooperates 
with the Czech Banking Associa  on, Associa  on of regions of the Czech Republic, Police 
of the Czech Republic, Police Presidium of the Czech Republic, and Intelligence services of 
the Czech Republic in the cybercrime fi eld
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4. Risk management in the cyber security fi eld

 During 2012, NSA conducted a major survey that focused on the security state of various 
informa  on systems used in public administra  on. Within this survey, two ques  onnaires were 
distributed to central state administra  on bodies and local authori  es: these ques  onnaires 
were focused on the state and security of their informa  on systems. A key parameter 
to evaluate the level of risk management in the fi eld of cyber security of various important state 
informa  on and communica  on technologies was the evalua  on of the level of advancement 
of each security informa  on management system. This was done on the basis of a seven-  er 
evalua  on scale (for details see Annex to the Report about NSA ac  vity in the CS fi eld in 2012 
– Qualita  ve levels of security management according to ISO/IEC 27001). Defi ciencies, which 
were found out during this survey, were nego  ated with aff ected en   es within common 
bilateral nego  a  on mee  ngs in the fi rst quarter of the year 2013. During 2013, mul  phase 
nego  a  ons with en   es from the survey were undertaken in order to se  le defi ciencies, 
ensure methodological leadership and establish communica  on links in the hypothe  cal case 
of a cyber incident. Findings resul  ng from the conducted survey were further used by NSA/
NCSC to defi ne cri  cal informa  on infrastructure in the Czech Republic and to manage risks 
linked to its func  oning and its management.

 Another task in this fi eld is to make an informa  on and communica  on systems list of 
the Czech Republic, carrying out a risk analysis of providers´ services which are not a part 
of the public administra  on and proposals of measures to deal with risks. The mapping 
methodology is described in Annex 1 of this report.

 An overall database of important informa  on and communica  on systems required for 
the func  oning of the State within Czech cyber space is essen  al for their effi  cient security 
protec  on. Considering the inexistence of a usable database un  l now, the NSA decided 
to create its own new database for the needs of cyber informa  on security management 
and for dealing with cyber security risks. Crea  on of such database is because of its 
extent and demanding character divided into phases.

 Phases of the implementa  on of database of important informa  on 
 and communica  on systems:

 Implementa  on of the whole database is divided into two follow-up phases.

 • The goal of the fi rst phase carried out in 2012 was the crea  on   
  of a database containing important informa  on and communica  on systems   
  under the administra  on of public en   es.

 • The goal of the second phase, which is planned for the year 2013, is to 
  complete the database with important informa  on and communica  on systems
  under the administra  on of private en   es
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 Eff ects of mapping in the fi rst phase

 Although the Act on Cyber Security is s  ll in the process of obtaining approval, during 
the mapping of important informa  on and communica  on systems NSA/NCSC already 
cooperates with future obligatory legal en   es. Coopera  on in advance is necessary to fulfi l 
condi  ons of the law and to provide obligatory legal en   es with suffi  cient space to prepare 
for situa  on a  er the awaited approval of the law. Such prac  ce results in the introduc  on 
of security policies within obligatory legal en   es, establishment of communica  on links 
and fulfi lment of requirements resul  ng from the Act on Cyber Security before this law 
is passed. This procedure simultaneously allows en   es to prepare security strategies 
in advance, to create risk analyses and to implement these.

 A  er the fi ndings assessment made by NSA/NCSC, it was revealed that en   es, which 
manage important informa  on and communica  on systems, understand the importance 
of informa  on systems mappings and their evalua  on. At the same  me, there is a change 
of proceedings and behaviour in the security fi eld: it has been observed, that en   es are 
preparing very responsibly for the implementa  on of the law, in order to ensure accordance 
with norms. Changes of priori  es in security policies and investments, based on the risk analyses, 
were also no  ced. Informa  on systems mapping and coopera  on with en   es had therefore 
direct and real implica  ons on the internal func  oning of en   es and already led to an increase 
in cyber security awareness, even before the law’s approval. This is one of specifi c consequences 
and side eff ects of cri  cal and important informa  on infrastructures mapping. Beside already 
observed specifi c results and changes in risk and security management, improved awareness 
about cyber security in the public administra  on en   es is no  ceable.

 4.1 I. Phase
 The fi rst phase was ini  ated in 2012 and brought knowledge about the state of 
cyber security in the public sector. During 2013 the fi rst phase of mapping informa  on 
and communica  on systems has been fi nalized. Considering the number of communica  on 
and informa  on systems in use by en   es of the public administra  on, this ac  vity is covered 
by ques  onnaires which are evaluated by the NCSC staff . There are hundreds of systems which 
come under the category of ‘cri  cal or important informa  on systems’ in the fi rst phase. 

 Currently NSA/NCSC keeps records of 184 important informa  on and communica  on 
systems, which are further divided into two sub-categories: important informa  on systems 
(which are 149) and cri  cal informa  on systems (which are 35). Considering that informa  on 
systems mapping and evalua  on of public administra  on bodies has not been fi nalized yet, 
this number is probably not fi nal.

 In 2012 there was an evalua  on of 44 public en   es: 28 en   es had important 
informa  on and communica  on systems under their administra  on, while 14 en   es 
managed cri  cal informa  on and communica  on systems. In 2013 there were other 24 public 
en   es approached.
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When providing feedback to the en   es a  er evalua  on, these factors, among others, 
are taken into account:

 Existence or implementa  on of following measures:

 • Informa  on security management (PDCA)
 • Responsibility for informa  on and communica  on systems security
 • Existence of the unit managing IT/IS
 • Program to increase security awareness
 • Security policy
 • Recovery plan
 • Performing risk analysis: never or older than two years
 • Financing for security is lower than 3%
 • Calcula  on of return on investment (ROI)
 • Audit of informa  on security
 • Reports on the state of security of en  ty
 • Providing informa  on to CERT

 4.2 II. Phase
 The second phase focuses on informa  on and communica  on systems of private en   es 
and en   es with property interest of the state. They are those systems which are important 
or cri  cal for func  oning of the state, its security and its economic interests. This phase was 
started in 2013: currently en   es are being contacted and situa  on mapping is being carried 
out in en   es falling under the defi ni  on of cri  cal infrastructure (according to cross-cut and 
sectoral criteria to defi ne element of cri  cal infrastructure). 1

 In addi  on, in 2013 NSA carried out mutual nego  a  ons with all aff ected en   es: it verifi ed 
the provided informa  on in the risk management and risk solving fi eld. Partners within this 
nego  a  on were bodies of public administra  on, under whose scope the crisis management 
of aff ected en   es fell – especially Ministry of Industry and Trade, Ministry of Transport, 
Czech Na  onal Bank, Ministry of Health and others. On this occasion NSA presented and 
explained in a detailed way the global concept of informa  on security management, including 
the establishment of close mutual coopera  on in this fi eld. Furthermore, a  er mutual 
agreement a security project was established for each en  ty, i.e. specifi c proceedings 
to increase security of important informa  on and communica  ons systems. In the case of 
en   es, which have not carried out a risk analysis or an independent security audit yet, 
the implementa  on of these was required in order to allow NSA/NCSC to assess all risks related 
to opera  on and administra  on of important informa  on and communica  on systems, 
and consequently to be able to manage them effi  ciently.

1 Annex to the Governmental Ordinance n°432/2010 Coll
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5. Construc  on of the Na  onal Cyber Security Centre

 Currently works are carried out to construct a Na  onal Cyber Security Centre, which 
will simultaneously represent the GovCERT.CZ’s headquarters, i.e. the technical facility 
of NCSC.  This building was obtained from the Ministry of Defence and in the mean  me 
is almost reconstructed. Final building approval was given at the end of 2013 and employees 
moved in at the beginning of 2014. Special devices and facili  es installa  ons, necessary for 
the GovCERT.CZ’s ac  vi  es, are in the process. In the NCSC headquarters, secured areas will 
be equipped to save and to process classifi ed informa  on and to run encryp  ng devices 
needed for connec  on to classifi ed networks. At the same  me, connec  vity into all necessary 
communica  on networks and nodes will be ensured. Issues related to cyber security agenda 
are directly treated by sixteen NCSC employees, and indirectly treated by other NSA employees. 
Staff  selec  on procedures have been organized to fi ll vacancies that are systemized for NCSC. 
Capaci  es for the year 2013 have already been completed and staff  selec  on procedures 
for the year 2014 are currently taking place.

 5.1 Trends in cyber security in 2013
 In January 2013 impacts of a massive spyware campaign, called by experts ‘Red October’, 
were s  ll obvious. This campaign, which was using vulnerabili  es of Java so  ware by 
the company Oracle, or vulnerabili  es of Microso   Offi  ce so  ware, was aimed mostly – but not 
only – at Eastern Europe, at states of ex-Soviet block and at Central Asia. Especially diploma  c 
and state ins  tu  ons became targets of this spyware. Beside these, the campaign focused 
also on research ins  tu  ons, energy and nuclear groups, commercial en   es and avia  on 
industry companies. Specifi cally, the campaign produced a Trojan horse, which gave a  ackers 
unauthorized access to aff ected systems and therefore access to classifi ed informa  on. Thanks 
to the classifi ed informa  on obtained, it was then possible to get access to other systems, 
from which previously chosen fi les were stolen: among the stolen fi les were also those 
employed by so  ware ‘Acid Cryptofi ler’, which is used for instance by the European Union 
and NATO. Following analyses carried out by the company Kaspersky Lab, the Czech Republic 
was one of the aff ected areas – nevertheless, vic  ms of the a  ack were not found. According 
to predic  ons, we can expect more frequent encounters with similarly sophis  cated so  ware 
in the future (e.g. this spring such malware was found in Finnish Government’s network: 
its goal was to spy on communica  on between the European Union and the Finnish Ministry 
of Foreign Aff airs).

 During February there were several a  acks focused on vulnerabili  es of the Java so  ware 
(Oracle Corpora  on). NCSC employees then obtained a warning from the Belgian CERT 
team that sta  ons under the Czech Ministry of Finance could be a  acked by a Trojan horse 
which uses this vulnerability. Nonetheless, based on the coopera  on with the administrator 
of the aff ected network, this suspicion has not been proven.
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 Considering solved cyber incidents during March 2013, this month can be nicknamed 
‘month of DDoS a  acks’: these a  acks took place in three waves and each focused 
on a diff erent target group. Target of the fi rst DDoS a  acks wave were Czech internet media 
(idnes.cz, ihned.cz, denik.cz and others), while the second wave concentrated on a Czech 
search portal seznam.cz and the third wave targeted bank ins  tu  ons.

 The period of  me between April and May 2013 was rela  vely calm – none of 
the previously men  oned types of incidents stood out. For instance there was an incident 
with fake pages, where the NCSC employees cooperated with operator Telefonica CZ for 
the incident resolu  on. Furthermore, a case of malicious code on web pages of one private 
company was no  ced.

 In June several diverse incidents were dealt with: one of them concerned a mail server 
located on territory of the Czech Republic. This server was used for sending phishing towards 
a Sri Lanka telecommunica  ons operator. The incident was solved in a way that the provider 
suspended internet service to the clients who took out a subscrip  on to the said service. 
Moreover, in this same month there was a non-specifi ed a  ack from an IP address, falling 
under the scope of The Police Academy of the Czech Republic, against VHos  ng provider. 
As well, during this same month NCSC informed industrial companies, that they could become 
poten  ally a  ackable through a vulnerability in their CoDeSys system (these companies were 
mostly providers of communica  on and network services).

 The period of  me from July un  l August was characterized above all by phishing a  acks 
against clients of the Czech Postal Service; essen  ally, these a  acks are s  ll currently ongoing. 
The last wave of a  acks was no  ced on 7th November. NCSC was solving these a  acks 
in coopera  on with representa  ves of the Czech Postal Service. However, the only possible 
solu  on was to contact a provider of services which had contained the fraudulent web page 
or from which the phishing messages had been sent. Based on this communica  on these 
services were cancelled for an anonymous client, and poten  ally such a client had to follow 
the provider’s requirement to withdraw the pages. During this incident resolu  on process, 
providers from the Netherlands, the USA and Russia were contacted. In some cases help of 
associated CSIRT teams from aff ected states was used. Another resolu  on of an incident 
concerned a computer under the management of the central public administra  on body, 
where escala  on of authoriza  on 2 took place within an e-mail server. A  er compromising 
a regular user’s account, a  ackers obtained access to the administrator’s account. Moreover, 
in these two months minor malware infec  ons of webpages, or of other systems, were solved: 
concerned systems were mostly owned by ins  tu  ons, which could have belonged to cri  cal 
informa  on infrastructure or which are in the NCSC’s scope of interest. 

2 For more informa  on see Annex 2 below
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 During September, October and November some solu  ons of incidents were being 
fi nalized: especially those regarding central public administra  on bodies and then those 
concerning phishing a  acks against the Czech Postal Service. The la  er happened with 
abnormally high frequency: e.g. during one week ac  vity of fraudulent web page was blocked, 
only to see them restored on a diff erent server and under a diff erent domain a day later. 
At this  me the service Botnet feed was started: NCSC began to transmit data to administrators 
of networks with IP addresses, which are, according to data accessible via Microso  , included 
in some of the botnets. They were mostly banking sector and en   es that had agreed on 
coopera  on with NSA. 

 Overall, the most common types of a  ack are those based on social hacking (e.g. phishing) 
and DDoS a  acks: other types of a  ack generally only supplemented the aforemen  oned. 
Such a  acks have been happening con  nuously during the whole year. They diff er only 
in their intensity and in the a  acked en  ty. Most of these a  acks target state organiza  ons 
or organiza  ons with high numbers of employees, poten  ally with high numbers of clients, 
where there is higher probability that some user divulges secret informa  on (access data), 
or becomes infected with a malicious code that will allow a  acker to steal informa  on. 
This informa  on can be subsequently sold on the black market or used for another a  ack. 
In such cases, it is crucial to raise employees’ awareness, as well as the general publics’. 
Last but not least, it is important to assemble complex and unique passwords in order to avoid 
cases when a user possesses one password for two diff erent accounts. For administrators 
of these big networks it is also useful to get informa  on concerning vulnerabili  es of previously 
selected cri  cal systems through which a  acker could get to informa  on on the network.

 5.2 Cyber incidents sta  s  cs
 The following graph illustrates the number of incidents which were received 
and then processed by NCSC employees. The graph shows the number of incidents received 
by employees during one calendar month. The graph does not show data from January un  l 
May due to the switching from the original to an updated version of the system. Incidents 
from January un  l May are therefore included in sta  s  cs for June.
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 From these received and processed incidents (overall 100), 71% of them are solved 
and 29% of them are open, see the graph below.

 The next graph shows a detailed classifi ca  on of incidents according to the issue 
which the given incident dealt with. 
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  5.3 Descrip  on of chosen incidents
 For descrip  on of chosen incidents see the Annex 2 below

 In the following graph it is possible to see the classifi ca  on of incidents according to 
the aff ected cons  tuency:
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6. Raising awareness in cyber security

 NCSC directly informs the public about its work’s focus and ac  vi  es. The NCSC 
Director provided several internet news servers for the general and professional public 
with fi ve extensive interviews on cyber security in the Czech Republic. One of the interviews 
was given to the fortnightly ‘Public administra  on’, which is intended for the public sector. 
The media took considerable interest in the informa  on from NCSC at the beginning of March, 
i.e. during the DDoS a  acks against some media, seznam.cz and mobile operators. At that 
 me, NCSC played its role of coordinator and accepted and provided relevant informa  on. 

Representa  ves of NSA and NCSC were ac  vely communica  ng with the public through all 
forms of media during the ca. two week period. From this  me on, the media have regularly 
had to resort to the NCSC representa  ves for commen  ng on diverse cyber-related topics; 
NCSC uses this contact for raising awareness and educa  ng the general public.

 The NCSC employees also organized and par  cipated in specialized seminars 
and discussions for the professional public. In May 2013, NCSC organized, together with 
Depu  es Zdeněk Boháč and Viktor Paggio, a seminar for Depu  es, Senators and the general 
public with the topic ‘Cyber security in the Czech Republic and the Act on Cyber Security 
proposal’. Important partners of NCSC, e.g. a Microso   representa  ve, gave a lecture during 
this seminar. Furthermore, NCSC ac  vely par  cipated in seminars organized by groups CSIRT.
CZ and AFCEA: within these seminars the NSA employees also were informed about the current 
legisla  ve situa  on and about changes which will subsequently result from the proposed cyber 
security legisla  on.

 In October, NCSC sponsored and ac  vely supported the interna  onal campaign 
‘European Cyber Security Month.’ This campaign was announced by the European Union 
Agency for Network and Informa  on Security (ENISA) and on the Czech level it was organized 
by a non-governmental organiza  on The Czech Safer Internet Na  onal Centre (NCBI). 
The NCSC employees also gave lectures at other forums, such as Czech Ins  tute of Informa  on 
Security  Managers (ČIMIB), ICT Union, or Associa  on of Regions of the Czech Republic.

 During the fourth quarter of this year, NCSC together with its partners (Na  onal CSIRT 
and the like) started to plan types and methods of carrying out awareness-raising and 
educa  onal campaigns in the midterm.

 NCSC has provided and keeps providing topical issues on its internet pages: especially 
about recent events from cyber space, about the status of the Act on Cyber Security proposal, 
and above all about informa  on systems’ vulnerabili  es, including recommenda  ons 
on resolu  ons of these vulnerabili  es and on preven  ve measures.
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ANNEX 1

 Methodology of mapping important informa  on and communica  on systems

 In order to create a basic list of important informa  on and communica  on systems 
(‘IC systems’), i.e. technologies for func  oning of the state, ques  onnaires were sent to each 
responsible en  ty. This method was chosen for the reason of minimizing fi nancial and  me 
diffi  cul  es during the whole process of important IC systems selec  on, the la  er being carried 
out by NSA as well as by coopera  ng en   es.

 Implementa  on itself of the whole database is divided in two consecu  ve phases.

 Goal of the fi rst phase for the year 2012 was the implementa  on of database with 
important IC systems under the authority of public en   es and the assessment of the level 
of their basic security parameters, including risk analysis.

 Goal of the second phase, planned for the year 2013, is the implementa  on of database 
with important IC systems under the authority of private en   es and the assessment of the level 
of their basic security parameters, including risk analysis.

 Important IC systems are divided in two categories:

 Cri  cal informa  on infrastructure means a system, which is an independent element 
itself or a suppor  ng component of state cri  cal infrastructure, according to cross-cu   ng 
and sectorial criteria as amended in the Law n°240/2000 Coll. crisis law and in regula  ons 
related to this crisis law, while such element is deemed necessary for func  oning of the state.

 Important informa  on system means a system which is not a cri  cal informa  on 
and communica  on system, but in which a breach of informa  on security – i.e. confi dence, 
integrity and accessibility – has substan  al impact on the effi  ciency of the civil service public 
administra  on.

 Key parameter is, in the case of each responsible en  ty, to assess the advancement level 
of Informa  on Security Management System (‘ISMS’) and ISMS-related risks for important 
informa  on and communica  on (‘IC’) systems of the state. For an effi  cient assessment 
a seven-  er evalua  on scale was created.

• For cri  cal IC systems and technologies, the minimum qualita  ve level required 
 is ISMS 5 – implemented ISMS in accordance with the norm. On this ISMS level of
 management, there must be implemented processes which ensure fi rst a risk analysis 
 of primary and secondary assets, second an implementa  on of relevant security measures 
 that would decrease the level of risks on an acceptable level, including concurrent 
 op  miza  on of these.

• For important IC systems and technologies, the minimum qualita  ve level required 
 is ISMS 4 – par  ally implemented ISMS in accordance with the norm. On this ISMS
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  level of management, processes must be implemented which ensure fi rst a risk analysis 
 of primary assets, and second, an implementa  on of measures that would decrease 
 the level of at least the most relevant risks on an acceptable level.

 In case the given en  ty has not prepared the ‘Important IC systems risk analysis’ yet 
and implementa  on of the la  er will take some  me, the en  ty can, without delay, 
establish a set of security measures defi ned by the  for two degrees of regula  on, i.e. cri  cal 
and important IC systems and technologies.

 This methodical course of ac  on was then approved by the Cyber Security Council.

 In January 2012, 44 en   es received the fi rst cyber security ques  onnaire aiming at 
determining overall number of important IC systems connected to internet. The ques  onnaire 
contained ten essen  al eviden  al items, such as the name of the informa  on system 
(IS), contact informa  on of the security manager and IS administrator, connec  on 
to the public administra  on communica  on infrastructure, and the like. A  er an evalua  on 
of the fi rst ques  onnaire, a list of ca. 730 informa  on systems – which public en   es considered 
as important IC systems of the state – was created. However, this list also contained systems 
which were not important for func  oning of the state, e.g. IS Hun  ng and fi shing licenses, 
IS Register of restorers, IS Register of libraries, and the like. On the other hand, there were 
en   es which omi  ed lis  ng some of their cri  cal systems that would obviously be subject 
to the said crisis law.

 The ini  al group of important IC systems was specifi ed thanks to fi ndings: this specifi ca  on 
was then added to the second cyber security ques  onnaire. Namely it was a defi ni  on 
of cri  cal and important systems arising from the crisis law and the law on ISVS. The release of 
a parameter required for the connec  on of these systems was also included.

 In August 2012 the second cyber security ques  onnaire was distributed. It included 54 
ques  ons focused on a detailed descrip  on of the chosen security parameters. The result 
of the second ques  onnaire is a list with overall number of ca. 170 important IC systems of 
the state. The approximate number is stated for the reason of diverse IS aggrega  on levels 
while evalua  ng each legal en  ty; condi  ons for IS aggrega  on are going to be specifi ed 
during planned nego  a  ons between NSA and aff ected en   es in the next year.
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ANNEX 2

 1. DDoS a  acks  
 From the 4th un  l the 7th of March 2014, a series of DDoS a  acks took place: they occurred 
in three waves, while each wave focused on a diff erent cons  tuency. 

 The fi rst wave of a  acks targeted Czech media (idnes.cz, ihned.cz, denik.cz, živě.cz, 
Mobilmania.cz and others). Addi  onally, an incident was signalled in the Regional Offi  ce 
of Zlín Region (KÚZK), when the offi  ce became a collateral vic  m of a  ack against 
the Czech Television (ČT) headquarters. Communica  on was ensured among aff ected en   es 
and the incident was explained to each one of them. From the fi ndings it was ascertained that 
the capacity of KÚZK ś line was not suffi  cient enough. 

 This a  ack wave con  nued the following day, when a  ackers aimed at the Czech searching 
portal seznam.cz. In context of this a  ack an inves  ga  on was conducted to detect whether 
computers of Masaryk University (MU) and of Na  onal Security Authority networks did not 
par  cipate in the a  ack as parts of botnet network; yet the inves  ga  on in both networks 
has not found any indica  on of such par  cipa  on.

 The next day the a  acker changed his strategy when he started to use a DNS Refl ec  on 
Denial of Service (DRDoS) a  ack instead of a typical DDoS a  ack. The target of this a  ack was 
the banking sector and its vic  m was the Czech Savings Bank (Česká spořitelna). Following 
this a  ack, a videoconference sponsored by CESNET was organized, with par  cipa  on 
of CERTs/CSIRTs and other expert workplaces. The biggest contribu  on of this conference was 
the involvement of one of the senior execu  ves of the Czech Savings Bank. Thanks to him 
it was possible to set rules on perimeter routers in real  me, which decreased by a third 
the bit rate directed at servers of Czech Savings Bank. This prac  cal experience demonstrated 
the necessity of establishing ac  vi  es which could come under the responsibility of NCSC. 
A  er abatement of this second wave there were incidents reported retrospec  vely regarding 
a  acks against ČSOB bank, Fio Bank and Czech Na  onal Bank. Subsequently, data obtained 
from this a  ack were analyzed by the Government’s CERT.

 A  acks con  nued the next day: this  me they were focused against mobile operators. 
Experience from previous days was used: a similar se   ng of rules on perimeter routers was 
followed. In MU’s network a malicious data traffi  c related to a  acks was iden  fi ed, therefore 
MU staff  focused on localisa  on of malware. They succeeded in determining the infected 
sta  on; however, fi nal analysis did not prove presence of malware.

 Based on informa  on gained during a  acks, by decision of the Czech Cyber Security 
Council (RKB) a joint-document was prepared by the Na  onal CSIRT. This document should 
clarify for aff ected en   es how to act in the present situa  on and at the same  me how 
to make communica  on between them easier. This fi nal document will be distributed 
to aff ected cons  tuencies via the CZ.NIC and NCSC to relevant stakeholders.
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 2. E-mail server of the central body of public administra  on
 GovCERT.CZ employees received a report from the central body of public administra  on 
on the hacker’s a  ack which was detected in August 2013. The a  ack was aimed at an e-mail 
server of the central body.

 The fi rst phase of the a  ack is not en  rely known. The a  acker probably managed 
to get access informa  on to one of the accounts saved in the system. Based on this informa  on, 
the a  acker was able to establish administrator access to the e-mail server on which 
the e-mail system is kept.

 The administrator account was then used for access to the management interface; 
furthermore it used a vulnerability which allows giving commands to the opera  on system. 
A  ackers used this vulnerability to obtain informa  on about the system, to download and run 
the program which serves to forward data on a specifi c IP address, to create a user account 
and to add it in the group of administrators.

 The a  acker has been using this access during the following days. The reac  on of 
employees of the public administra  on central body was to change all administrator email 
accounts, as well as system accounts. Furthermore, employees blocked tools and services 
which the a  acker used to carry out the a  ack. On the network level, the possibility of remote 
access to the system was blocked. Based on analysis by the GovCERT.CZ, administrators 
of the central body of public administra  on received recommenda  ons which should lead 
to improvement of security.

 3. Incident of a compromised civil service notebook
 A foreign partner warned the GovCERT.CZ employees of connec  on of sta  on XY 3 into 
the botnet network. From the document received, it was clear that sta  on XY falls under the 
authority of a certain central public administra  on body and that it was connected into botnet 
network with a command and control server in Hong Kong. Subsequently, the GovCERT.CZ 
employees received a command and control statement which was located on the said control 
server. From this statement employees of the central public administra  on body managed to 
determine respec  ve user. It was discovered that the sta  on does not fall under the authority 
of this central public administra  on body and that it is in fact a private notebook infected with 
malware. Following an agreement made between this central body and NSA, the GovCERT.CZ 
employees were allowed to access this computer and to copy fi les of interest, which would 
clarify how the computer was a  acked. 

24www.GovCERT.cz
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 Thanks to fi nal forensic analysis carried out by the GovCERT.CZ the following informa  on 
was found out. The computer communicated with the command and control server 
for the last  me probably at the end of August 2013, while this communica  on did not take 
place from the network of the central public administra  on body, but through network of 
standard internet connec  on provider (probably a home network). According to fi les of interest, 
an analysis in the sandbox found a Trojan horse Backdoor/Win32.Swrort. Generally speaking, 
this type of Trojan horse allowed distant a  acker to send, receive, run and delete fi les, 
to obtain confi den  al data, and to log the ac  vity on the target computer. From informa  on 
gained it is possible to conclude that the a  acker was trying to get informa  on about 
the computer, system variables, recently used fi les, network se   ngs and running processes 
and services. Also, a possible correla  on was found between one of the fi les of interest with 
the fi le US_military_op  ons_in_Syria.pdf.exe. Based on the informa  on stated in document 
about the said forensic analysis, we assume that incorpora  ng into the botnet network was 
done through this fi le. The fi le could have been i.e. part of a phishing e-mail, which the user 
received on his personal or professional e-mail. Therefore, we also conclude that this was 
not a targeted a  ack against an employee of the central public administra  on body.
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